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In what ways does federal electronic surveillance law protect Int.ernet
communication differently from telephone communication? Should the privacy
protections differ in these areas?
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Should the law treat investigations involving national security differently than
other criminal investigations? This question has long been one that the law has
struggled with. Additionally, there are times when government intelligence
agencies want to gather foreign intelligence within the United States. One example
is when there might be a foreign spy within the United States. Another example is
when intelligence agencies just want to spy on a foreign individual who is in the
United States to see what can be learned about the activities of foreign nations.
These instances might not involve a criminal investigation or even an immediate
national security threat they merely involve gathering useful foreign
intelligence.
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. The difficulty 'is in delineating between these activities. For example, suppos
1nte111gepce agencies are monitoring the activities of individuals with cor;neg‘cli)one
to a'foreilgn terrorist organization. There will certainly be an interest in gatheri S
forelgq 1ntelhgence.. National security will likely be implicated. And the case mgg
very .hkely result in a criminal prosecution if evidence is obtained that hy
individuals are plotting a terrorist act. e
The previous cl_lapter provided an introduction to the Fourth Amendment and
to_electromc surveillance law, with a focus on the Electronic Communications
Privacy Act (ECPA). Ordinarily, government information gathering activitie
would fall under the Fourth Amendment rules discussed in the previous chapter o X
law enforcement, an_d government electronic surveillance would be regula?ted bn
ECPA. However, with national security and foreign intelligence gatherin thz
Fourth Amendment rules are different, and ECPA often does not apply. I g‘; d
other statutes and regulations apply. pp et

A. THE INTELLIGENCE COMMUNITY

The United States intelligence communi i
: ‘ unity consists of a number of agencies
that gather. 1nfqrmat10n about threats domestic and foreign. The thre§ most
prominent intelligence agencies are the FBI, CIA, and NSA.

100 é”edeml Bureat‘t‘ of Investigatioq (F_BI). The FBI was originally created in
. and (_‘,alled the “Bureau of Investigation.” It was not until 1935 when the FBI
.recelv'ed its current name. The focus of the FBI is on domestic criminal
mvestlg_atlon.s involving federal crimes. However, the FBI also has intellj

counterintelligence, and counterterrorism functions. e

Central Intelligence Agency (CIA). Before i
' . the creation of the CIA, it
funct1on's were handled' by the Office of Strategic Services (OSS), which ’wlas
tcgeateci1 1nfl %32 })31 President Franklin D. Roosevelt. The OSS was éliminated at
e end o orld War II. President Harry T i
National Security Act of 1947.  Truman crested the CIA with the

" gatwnal Security Agency (NSA). Located within the Department of Defense
e SA was creatgd by President Truman in 1952 to engage in cryptolo —
d@Clpherlng.epgryptlon codes used in foreign communications. Subsequentlg}lhe
size and activities of the NSA have increased, and the agency is now en yd i
large-scale information gathering activities. sreem

) Other Intelligence Agencies. There are many other intelligence agencies

eyond the FBI, CIA, and NSA. These agencies are located within the Department
]o)f Defense, Department of Homeland Security, Department of State, and
D:g:imler{[t 1(1>f the Treasury, among others. Some of these entities inclu(ie the
e ReeS e;lrshl%flilé{e Age:llcy (DIA), the State Department’s Bureau of Intelligence
and Rese Intelljgenc)é, and the Treasury Department’s Office of Terrorism and
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Does the Fourth Amendment apply differently to national security and foreign
intelligence gathering than it does for domestic criminal investigations? These
questions long remained unresolved, and are still not fully resolved to this day.

In a footnote to Katz v. United States, 389 U.S. 347 (1967), the Court stated
that perhaps a warrant might not be required in situations involving national

security:

Whether safeguards other than prior authorization by a magistrate would satisfy
the Fourth Amendment in a situation involving the national security is a question

not presented by this case.
Justice White, in a concurring opinion, declared:

In joining the Court’s opinion, I note the Court’s acknowledgment that there are
circumstance in which it is reasonable to search without a warrant. In this
connection . . . the Court points out that today’s decision does not reach national
security cases. Wiretapping to protect the security of the Nation has been
authorized by successive Presidents. The present Administration would
apparently save national security cases from restrictions against wiretapping. We
should not require the warrant procedure and the magistrate’s judgment if the
President of the United States or his chief legal officer, the Attorney General, has
considered the requirements of national security and authorized electronic

surveillance as reasonable.
Justices Douglas and Brennan, in another concurring opinion, took issue with
Justice White:

... Neither the President nor the Attorney General is a magistrate. In matters
where they believe national security may be involved they are not detached,

disinterested, and neutral as a court or magistrate must be. . . .
There is, so far as I understand constitutional history, no distinction under the

Fourth Amendment between types of crimes. Article III, § 3, gives “treason” a
very narrow definition and puts restrictions on its proof. But the Fourth
Amendment draws no lines between various substantive offenses. The arrests on
cases of “hot pursuit” and the arrests on visible or other evidence of probable

cause cut across the board and are not peculiar to any kind of crime.

T would respect the present lines of distinction and not improvise because a
particular crime seems particularly heinous. When the Framers took that step, as
they did with treason, the worst crime of all, they made their purpose manifest.

The Supreme Court finally confronted these issues more squarely in a case
decided in 1972, United States v. United States District Court, which has become
known as the Keith case, named after District Court Judge Damon Keith.

The Keith case began when three founding members of a group called “the
White Panthers” bombed a CIA office located in Michigan. The group was not a
racist group and in fact was supportive of the Black Panthers. The White Panther
agenda was to abolish money. According to the group’s manifesto: “We demand
total freedom for everybody! And we will not be stopped until we get it. . . . Rock
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and Rloll music is the spearhead of our attack because it is so effective and so much
fun.”

When it investigated the bombing, the government wiretapped the phone calls
of one of the bombers. This was done without a warrant. Recall from the previous
chapter that in 1967 the Supreme Court in United States v. Katz, 389 U.S. 347
(1967), held that the Fourth Amendment required a warrant in order for the
government to wiretap a phone call. Also recall that in 1968 Congress required
special court orders for the government to engage in wiretapping when it passed
Title III of the Omnibus Crime Control and Safe Streets Act (which now is the
Wiretap Act portion of the Electronic Communications Privacy Act (ECPA)).

The Nixon Administration contended that because this case involved a matter
of national security, he was able to conduct surveillance without a Fourth
Amendment warrant or Title III court order. The Supreme Court, however, in the
Keith decision below did not agree.

UNITED STATES V. UNITED STATES DISTRICT COURT
(THE KEITH CASE)

407 U.S. 297 (1972)

POWELL,J. ... The issue before us is an important one for the people of our country
and their Government. It involves the delicate question of the President’s power,
acting through the Attorney General, to authorize electronic surveillance in internal
security matters without prior judicial approval. Successive Presidents for more
than one-quarter of a century have authorized such surveillance in varying degrees,
without guidance from the Congress or a definitive decision of this Court. This
case brings the issue here for the first time. Its resolution is a matter of national
concern, requiring sensitivity both to the Government’s right to protect itself from
unlawful subversion and attack and to the citizen’s right to be secure in his privacy
against unreasonable Government intrusion.

This case arises from a criminal proceeding in the United States District Court
for the Eastern District of Michigan, in which the United States charged three
defendants with conspiracy to destroy Government property. . . . One of the
defendants, Plamondon, was charged with the dynamite bombing of an office of
the Central Intelligence Agency in Ann Arbor, Michigan.

Title I1I of the Omnibus Crime Control and Safe Streets Act, 18 U.S.C. §§
2510-2520, authorizes the use of electronic surveillance for classes of crimes
carefully specified in 18 U.S.C. § 2516. Such surveillance is subject to prior court
order. Section 2518 sets forth the detailed and particularized application necessary
to obtain such an order as well as carefully circumscribed conditions for its use.
The Act represents a comprehensive attempt by Congress to promote more
effective control of crime while protecting the privacy of individual thought and
expression. Much of Title III was drawn to meet the constitutional requirements

' Trevor W. Morrison, The Story of United States v. U.S. District Court (Keith): The
Surveillance Power, in Presidential Power Stories 287 (Christopher Schroeder & Curtis
Bradley eds., 2008).

B. THE FOURTH AMENDMENT FRAMEWORK I 411

for electronic surveillance enunciated by this Court in Berger v. New York, and
Katz v. United States.

The Government relies on § 2511(3). It argues that “in excepting national
security surveillances from the Act’s warrant requirement Congress recognized the
President’s authority to conduct such surveillances without prior judicial
approval.” The section thus is viewed as a recognition or affirmance of a
constitutional authority in the President to conduct warrantless domestic security
surveillance such as that involved in this case.

We think the language of § 2511(3), as well as the legislative history of the
statute, refutes this interpretation. The relevant language is that: “Nothing
contained in this chapter . . . shall limit the constitutional power of the President to
take such measures as he deems necessary to protect . . .” against the dangers
specified. At most, this is an implicit recognition that the President does have
certain powers in the specified areas. Few would doubt this, as the section refers
— among other things — to protection “against actual or potential attack or other
hostile acts of a foreign power.” But so far as the use of the President’s electronic
surveillance power is concerned, the language is essentially neutral.

Section 2511(3) certainly confers no power, as the language is wholly
inappropriate for such a purpose. It merely provides that the Act shall not be
interpreted to limit or disturb such power as the President may have under the
Constitution. In short, Congress simply left presidential powers where it found
them.

Our present inquiry, though important, is . . . a narrow one. It addresses a
question left open by Katz:

Whether safeguards other than prior authorization by a magistrate would satisfy
the Fourth Amendment in a situation involving the national security. . . .

We begin the inquiry by noting that the President of the United States has the
fundamental duty, under Art. II, § 1, of the Constitution, to “preserve, protect and
defend the Constitution of the United States.” Implicit in that duty is the power to
protect our Government against those who would subvert or overthrow it by
unlawful means. In the discharge of this duty, the President — through the
Attorney General — may find it necessary to employ electronic surveillance to
obtain intelligence information on the plans of those who plot unlawful acts against
the Government. The use of such surveillance in internal security cases has been
sanctioned more or less continuously by various Presidents and Attorneys General
since July 1946.

Though the Government and respondents debate their seriousness and
magnitude, threats and acts of sabotage against the Government exist in sufficient
number to justify investigative powers with respect to them.? The covertness and
complexity of potential unlawful conduct against the Government and the
necessary dependency of many conspirators upon the telephone make electronic
surveillance an effective investigatory instrument in certain circumstances. The

2 The Government asserts that there were 1,562 bombing incidents in the United States from
January 1, 1971, to July 1, 1971, most of which involved Government related facilities. Respondents
dispute these statistics as incorporating many frivolous incidents as well as bombings against
nongovernmental facilities. The precise level of this activity, however, is not relevant to the dispo-
sition of this case.
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marked acceleration in technological developments and sophistication in their use
have resulted in new techniques for the planning, commission, and concealment of
criminal activities. It would be contrary to the public interest for Government to
deny to itself the prudent and lawful employment of those very techniques which
are employed against the Government and its lawabiding citizens. . . .

But a recognition of these elementary truths does not make the employment
by Government of electronic surveillance a welcome development — even when
employed with restraint and under judicial supervision. There is, understandably,
a deep-seated uneasiness and apprehension that this capability will be used to
intrude upon cherished privacy of law-abiding citizens. We look to the Bill of
Rights to safeguard this privacy. Though physical entry of the home is the chief
evil against which the wording of the Fourth Amendment is directed, its broader
spirit now shields private speech from unreasonable surveillance. Our decision in
Katz refused to lock the Fourth Amendment into instances of actual physical
trespass.

. . . [N]ational security cases, moreover, often reflect a convergence of First
and Fourth Amendment values not present in cases of “ordinary” crime. Though
the investigative duty of the executive may be stronger in such cases, so also is
there greater jeopardy to constitutionally protected speech. . . . The danger to
political dissent is acute where the Government attempts to act under so vague a
concept as the power to protect “domestic security.” Given the difficulty of
defining the domestic security interest, the danger of abuse in acting to protect that
interest becomes apparent.

The price of lawful public dissent must not be a dread of subjection to an
unchecked surveillance power. Nor must the fear of unauthorized official
eavesdropping deter vigorous citizen dissent and discussion of Government action
in private conversation. For private dissent, no less than open public discourse, is
essential to our free society.

As the Fourth Amendment is not absolute in its terms, our task is to examine
and balance the basic values at stake in this case: the duty of Government to protect
the domestic security, and the potential danger posed by unreasonable surveillance
to individual privacy and free expression. If the legitimate need of Government to
safeguard domestic security requires the use of electronic surveillance, the
question is whether the needs of citizens for privacy and the free expression may
not be better protected by requiring a warrant before such surveillance is
undertaken. We must also ask whether a warrant requirement would unduly
frustrate the efforts of Government to protect itself from acts of subversion and
overthrow directed against it. . . .

[Clontentions in behalf of a complete exemption from the warrant
requirement, when urged on behalf of the President and the national security in its
domestic implications, merit the most careful consideration. We certainly do not
reject them lightly, especially at a time of worldwide ferment and when civil
disorders in this country are more prevalent than in the less turbulent periods of
our history. There is, no doubt, pragmatic force to the Government’s position.

[W]e do not think a case has been made for the requested departure from
Fourth Amendment standards. The circumstances described do not justify
complete exemption of domestic security surveillance from prior judicial scrutiny.
Official surveillance, whether its purpose be criminal investigation or ongoing
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intelligence gathering, risks infringement of constitutionally protected privacy of
speech. Security surveillances are especially sensitive because of the inherent
vagueness of the domestic security concept, the necessarily broad and continuing
nature of intelligence gathering, and the temptation to utilize such surveillances to
oversee political dissent. We recognize, as we have before, the constitutional basis
of the President’s domestic security role, but we think it must be exercised in a
manner compatible with the Fourth Amendment. In this case we hold that this
requires an appropriate prior warrant procedure.

We cannot accept the Government’s argument that internal security matters
are too subtle and complex for judicial evaluation. Courts regularly deal with the
most difficult issues of our society. There is no reason to believe that federal judges
will be insensitive to or uncomprehending of the issues involved in domestic
security cases. . . . If the threat is too subtle or complex for our senior law
enforcement officers to convey its significance to a court, one may question
whether there is probable cause for surveillance.

Nor do we believe prior judicial approval will fracture the secrecy essential to
official intelligence gathering. The investigation of criminal activity has long
involved imparting sensitive information to judicial officers who have respected
the confidentialities involved. Judges may be counted upon to be especially
conscious of security requirements in national security cases. Title Il of the
Omnibus Crime Control and Safe Streets Act already has imposed this
responsibility on the judiciary in connection with such crimes as espionage,
sabotage, and treason, §§ 2516(1)(a) and (c), each of which may involve domestic
as well as foreign security threats. Moreover, a warrant application involves no
public or adversary proceedings: it is an ex parte request before a magistrate or
judge. Whatever security dangers clerical and secretarial personnel may pose can
be minimized by proper administrative measures, possibly to the point of allowing
the Government itself to provide the necessary clerical assistance. . . .

We emphasize, before concluding this opinion, the scope of our decision. As
stated at the outset, this case involves only the domestic aspects of national
security. We have not addressed and express no opinion as to, the issues which
may be involved with respect to activities of foreign powers or their agents. . . .

Moreover, we do not hold that the same type of standards and procedures
prescribed by Title III are necessarily applicable to this case. We recognize that
domestic security surveillance may involve different policy and practical
considerations from the surveillance of “ordinary crime.” The gathering of security
intelligence is often long range and involves the interrelation of various sources
and types of information. The exact targets of such surveillance may be more
difficult to identify than in surveillance operations against many types of crime
specified in Title II1. Often, too, the emphasis of domestic intelligence gathering
is on the prevention of unlawful activity or the enhancement of the Government’s
preparedness for some possible future crisis or emergency. Thus, the focus of
domestic surveillance may be less precise than that directed against more
conventional types of crime.

Given those potential distinctions between Title 1II criminal surveillances and
those involving the domestic security, Congress may wish to consider protective
standards for the latter which differ from those already prescribed for specified
crimes in Title III. Different standards may be compatible with the Fourth
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Amendment if they are reasonable both in relation to the legitimate need of
Government for intelligence information and the protected rights of our citizens
For the warrant application may vary according to the governmental interest to bé
enforced and the nature of citizen rights deserving protection. . . .

DOUGLAS, J. concurring. Whi join i ini
words e e g ile I join in the opinion of the Court, I add these
If the Warraqt Clause were held inapplicable here, then the federal intelligence
machine would literally enjoy unchecked discretion. Here, federal agents wish to
rummage for months on end through every conversation, no matter how intimate
or personal, (;arried over selected telephone lines, simply to seize those few
utterances which may add to their sense of the pulse of a domestic underground. .

That “dorn_estic security” is said to be involved here does not draw this case
oqts1('ie the mainstream of Fourth Amendment law. Rather, the recurring desire of
reigning officials to employ dragnet techniques to intimidate their critics lies at the
core of tha}t prohibition. For it was such excesses as the use of general warrants
and the writs of assistance that led to the ratification of the Fourth Amendment.

[W]e are currently in the throes of another national sei i
resgmbling the hysteria which surrounded the Alien and Secliitsizlr?gits()fth%alr’?llr(ﬁ:r’
Raids, and the McCarthy era. Those who register dissent or who p;tition their
governments for redress are subjected to scrutiny by grand juries by the FBI, or
even by the military. Their associates are interrogated. Their hor’nes are bu : ed
gnd their telephones are wiretapped. They are befriended by secret governr%l%nt
informers. Their patriotism and loyalty are questioned. . . .

. We have as much or more to fear from the erosion of our sense of privacy and
iﬁgeﬁin?incedbifhthefomnipresent electronic ear of the Government as we do from

ikelihoo at foment i i i
sovernine ers of domestic upheaval will modify our form of

NOTES & QUESTIONS

1. T'he. Fqurth Amendment Framework in Keith. The Keith Court draws a
distinction between electronic surveillance in (1) criminal investigations
'regula.ted' under Title III (now ECPA); (2) domestic national securit3;
%nvestl'gatlons; and (3) foreign intelligence gathering, including investigations
involving “activities of foreign powers and their agents.”

(1) O_rdin_ary Criminal Investigations. Regarding ordinary criminal
‘1‘nvest1gat10r.13, the Keith Court stated that there was no debate regarding

the necessity of obtaining a warrant in the surveillance of crimes
unrelated to the national security interest.”

(2)‘ Domestic National Security Investigations. Regarding domestic
patlonal' security investigations, the focus of the Keith Court’s opinion
its holdlpg was that the Fourth Amendment required the issuing of e;
warrant in domestic security investigations. It also held that the precise
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requirements for issuing a requirement to investigate domestic security
need not be the same as for Title III criminal surveillance.

(3) Foreign Intelligence Gathering. Finally, the Keith Court stated that
it did not address issues involving foreign powers and their agents.

Does this tripartite distinction seem useful as a policy matter? How does one
distinguish between security surveillance (category two) and surveillance for
ordinary crime (category one)?

Daniel Solove argues that such a distinction ought not to be made: “‘National
security’ has often been abused as a justification not only for surveillance but
also for maintaining the secrecy of government records as well as violating the
civil liberties of citizens.” He further contends that “the line between national
security and regular criminal activities is very blurry, especially in an age of
terrorism.”” In his book, Nothing to Hide, Solove further argues:

It is difficult to distinguish national-security matters from ordinary crime,
especially when U.S. citizens are involved. National security threats are a form
of crime. They are severe crimes. But the rules for investigating ordinary crime
are designed to regulate government information gathering no matter how grave
the particular crime might be. These rules aren’t rigid, and they make
allowances for emergencies and unusual circumstances.

On the other hand, Richard Posner contends that the word “unreasonable” in
the Fourth Amendment “invites a wide-ranging comparison between the
benefits and costs of a search or seizure.” He proposes a “sliding scale” standard
where “the level of suspicion require to justify the search or seizure should fall
.. . as the magnitude of the crime under investigation rises.” Paul Rosenzweig
argues: “In this time of terror, some adjustment of the balance between liberty
and security is both necessary and appropriate. . . . [T]he very text of the Fourth
Amendment — with its prohibition only of ‘unreasonable’ searches and
seizures — explicitly recognizes the need to balance the harm averted against

the extent of governmental intrusion.”

2. The Church Committee Report. In 1976, a congressional committee led by

Senator Frank Church (called the “Church Committee”) engaged in an exten-
sive investigation of government national security surveillance. It found ex-
tensive abuses, which it chronicled in its famous report known as the Church

Committee Report:

Too many people have been spied upon by too many Government agencies and
too much information has been collected. The Government has often
undertaken the secret surveillance of citizens on the basis of their political
beliefs, even when those beliefs posed no threat of violence or illegal acts on
behalf of a hostile foreign power. The Government, operating primarily through

3 Solove, Surveillance Law, 72 Geo. Wash. L. Rev. 1264, 1301-02 (2004).

4 Daniel J. Solove, Nothing to Hide: The False Tradeoff Between Privacy and Security 66
(2011).
5'Richard Posner, Law, Pragmatism, and Democracy 303 (2003); see also Akhil Reed Amar,
The Constitution and Criminal Procedure 31 (1997) (“The core of the Fourth Amendment . . . is
neither a warrant nor probable cause but reasonableness.”).

§ Paul Rosenzweig, Civil Liberty and the Response to Terrorism, 42 Dug. L. Rev. 663 (2004).
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secret informants, but also using other intrusive techniques such as wiretaps,
microphone “bugs,” surreptitious mail opening, and break-ins, has swept in vast
amounts of information about the personal lives, views, and associations of
American citizens. . . . Groups and individuals have been harassed and disrupted
because of their political views and their lifestyles. Investigations have been
based upon vague standards whose breadth made excessive collection
inevitable. . . .

The FBI’'s COINTELPRO — counterintelligence program — was designed
to “disrupt” groups and “neutralize” individuals deemed to be threats to do-
mestic security. The FBI resorted to counterintelligence tactics in part because
its chief officials believed that existing law could not control the activities of
certain dissident groups, and that court decisions had tied the hands of the in-
telligence community. Whatever opinion one holds about the policies of the
targeted groups, many of the tactics employed by the FBI were indisputably
degrading to a free society. . . .

Since the early 1930°s, intelligence agencies have frequently wiretapped and
bugged American citizens without the benefit of judicial warrant. . . .

There has been, in short, a clear and sustained failure by those res7ponsible
to control the intelligence community and to ensure its accountability

The Church Committee Report was influential in the creation of FISA as
well as the Attorney General Guidelines.

3. National Security vs. Civil Liberties. Eric Posner and Adrian Vermeule argue
that the legislature and Judiciary should defer to the executive in times of

emergency and that it is justified to curtail civil liberties when national security
is threatened:

The essential feature of the emergency is that national security is threatened,
because the executive is the only organ of government with the resources,
power, and flexibility to respond to threats to national security, it is natural,
inevitable, and desirable for power to flow to this branch of government.
Congress rationally acquiesces; courts rationally defer. . . .

During emergencies, when new threats appear, the balance shifts;
government should and will reduce civil liberties in order to enhance security
in those domains where the two must be traded off. ..

In emergencies . . . judges are at sea, even more so than are executive
officials. The novelty of the threats and of the necessary responses makes
Jjudicial routines and evolved legal rules seem inapposite, even obstructive.

There is a premium on the executive’s capacities for swift, vigorous, and
secretive action.®

4. The Fourth Amendment and F. oreign Intelligence Surveillance. Keith did not
address how the Fourth Amendment would govern foreign intelligence
surveillance (category three). Circuit courts examining the issue have
concluded that at a minimum, no warrant is required by the Fourth Amendment

7 Intelligence Activities and the Rights of Americans (Vol. 2), Final Report of the Select
Committee to Study Government Operations with Respect to Intelligence Activities 5, 10, 15 (Apr.
26, 1976).

® Eric A. Posner & Adrian Vermeule, Terror in the Balance: Security, Liberty, and the Courts
4, 5, 18 (2006). For another defense of the curtailment of civil liberties for national security, see
Richard A. Posner, Not a Suicide Pact: The Constitution in a Time of National Emergency (2006).
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for foreign intelligence surveillance. In United States V. Bytenko, 494 F:Zd 5h93t
(3d Cir. 1974) (en banc), the court justiﬁefi this copclusmn by reasoning tha
“foreign intelligence gathering is a clandestine and highly gn'stmctqred act1v1t3::
and the need for electronic surveillance often cannot be ant191pated in advance.d
Reaching a similar conclusion in United States v. Truong Dinh Hung,' 629F.2
908 (4th Cir. 1980), the court reasoned: ‘_‘[T]he nee@s of the executn(/ie are ts.o
compelling in the area of foreign intelligence, unlike the' area qf f)mzs 11c
security, that a uniform warrant requirement \yould, fpllowmg I{e?t‘h,' ug uly
frustrate’ the President in carrying out his foreign affairs responsibilities.

C. FOREIGN INTELLIGENCE GATHERING

1. THE FOREIGN INTELLIGENCE SURVEILLANCE ACT

In the Keith case, the Court explicitly refused to address whethe; the Fourth
Amendment would require a warrant for surveillance of agents of foreign powc;rss.

The Foreign Intelligence Surveillance Act .(FISA) of 1978, Pub. L.dNo. ; -
511, codified at 50 U.S.C. §§ 1801-1811, estal?llsh.e:s sta_ndardian(_i proce u[rfs.to(g
use of electronic surveillance to collect “fgrelgn 1nte11.1gence within ’[heil rln e1
States. § 1804(a)(7)(B). FISA creates a different regime than ECPA, the i:rg};cl
regime that governs electronic surveillanc§ for lqw enforcement purposes. The
regime created by FISA is designed primarily for 1nte111gence gathering agelic:lest,ﬂ
to regulate how they gain general intelligencp about foreign powers and agents 0f
foreign powers within the borders of the United States. In contrast, the Leg%me 0f
ECPA is designed for domestic law enforc'ernent to govern the gathering o
information for criminal investigations involving people in United States.

Applicability of FISA. When does FISA govern rjlthg than ECPA? F{’SAf
generally applies when foreign intelligence gathering is “a s1gn1ﬁca}r11t {Jurposee gf
the investigation. 50 U.S.C. § 1804(a)(7)(B) and § 1823(a)(7)(B). T 1e ;qguz:g o
“a significant purpose” comes from the USA PATRIOT Ac.t of 2001. rlolr1 ot'
USA PATRIOT Act, FISA as interpreted by the courts reqmred that the cc;1 e% 1802
of foreign intelligence be the primary purpose for surveillance. After t ¢
PATRIOT Act, foreign intelligence gathering neeq no longgr be the prlmalt'y
purpose. A further expansion of the FISA occurred in 2008 with amendments to
that law, which we discuss below.

The Foreign Intelligence Surveillance Cour{ (EISC). Rc?quests f(;lr Iggﬁ
orders are reviewed by a special court of federal district court judges. T % e
PATRIOT Act increased the number of judge.s on the FISC from 7 to 11. _50 DOJ)
§ 1803(a). The proceedings are ex parte, with the Department of Justlcc? ( o)
making the applications to the court on behalf of the CIA and other agen}ciles. o
Court meets in secret, and its proceedings are generally not revealed to the public

he surveillance. .
* tOIrtlh;Ot(e)l;%i;feoFfItSé declined an ACLU request to access its documents relatlcrllg
to alleged unauthorized surveillance. In re Motion for Release of Court Records,
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526 F. Supp. 2d_ (2007). This case was an exception to the usual procedure of ex
parte only hearings before the FISC. The court found that it had jurisdiction to

enter;ain motions for release of its documents, and then denied the request. It
stated: .

The EISC is a unique court. Its entire docket relates to the collection of foreign
intelligence by the federal government. The applications submitted to it by the
government are classified, as are the overwhelming majority of the FISC’s orders.
Court sessions are held behind closed doors in a secure facility, and every
proceeding in its history prior to this one has been ex parte, with the government
the on.ly party. . . . Other courts operate primarily in public with secrecy the
exception; the FISC operates primarily in secret, with public access the exception.

Perhaps most importantly, the court noted that “the proper functioning of the
FISA process would be adversely affected if submitting sensitive information to

thq FISC could subject the Executive Branch’s classification to a heightened form
of judicial review.”

Court Orders. The legal test for surveillance under FISA is not whether
probable cause exists that the party to be monitored is involved in criminal activity
‘l‘{athe;r, the court must find probable cause that the party to be monitored is a;

foreign power” or “an agent of a foreign power.” § 1801. Therefore, unlike ECPA
or the F ourth Amendment, FISA surveillance is not tied to any required showing
of a connection to criminal activity. However, if the monitored party is a “United
States' person” (a citizen or permanent resident alien), the government must
estabhsh probable cause that the party’s activities “may” or “are about to” involve
a criminal violation. § 1801(b)(2)(A).

. Surve?llance Without Court Orders. In certain circumstances, FISA author-
1zes survq111ance without having to first obtain a court order. § 1802. In particular
the stirvell.lance must be “solely directed at” obtaining intelligence exclusivel};
from foyelgn powers.” § 1802(a). There must be “no substantial likelihood that
the survelllanqe will acquire the contents of any communications to which a United
States person 1s a party.” § 1802(a)(1)(B). Electronic surveillance without a court
orc%e.r requires the authorization of the President, through the Attorney General, in
writing under oath. § 1802(a)(1). ’

Video Surveillance. Unlike ECPA, FISA explicitly regulates video surveil-
lance. In order to have court approval for video surveillance, the FISA requires the
government to submit, among other things, “a detailed description of the nature of
the mforma‘gon sought and the type of communications or activities to be subjected
to the surveillance,” § 1804(a)(6); “a certification . . . that such information cannot
reasonably be obtained by normal investigative techniques,” § 1804(a)(N);
and “a statement of the period of time for which the electronic surveillance i;

g%qgired to be maintained,” § 1804(a)(10). Video surveillance orders can last for
ays.

The FISA Amendments Act. In 2008, Con igni
A , gress enacted significant amend-
ments to FISA. The FISA Amendments Act (FAA) was passed in response to the

v
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revelation in 2005 that since 9/11 the National Security Agency (NSA) was en-
gaging in an extensive program of warrantless wiretapping of international phone
calls. Subsequently, several lawsuits were brought against the telecommunications
companies that participated in the surveillance for violating FISA and ECPA. One
of the most controversial aspects of the FAA was a grant of retroactive immunity
to these companies. The NSA surveillance program and the ensuing litigation will
be discussed later in this chapter.

In its other aspects, the FAA both expanded the government’s surveillance
abilities and added new privacy protections. The FAA explicitly permits collection
of information from U.S. telecommunications facilities where it is not possible in
advance to know whether a communication is purely international (that is, all
parties to it are located outside of the United States) or whether the communication
involves a foreign power or its agents. David Kris explains, “With the advent of
web-based communication and other developments, the government cannot
always determine — consistently, reliably, and in real time — the location of
parties to an e-mail message.” It is also possible to collect information and then
examine it (through data mining) to look for links with a foreign power or its
agents. The perceived need, Kris states, was for a kind of “vacuum-cleaner”
capacity that would enable the government to sift through large amounts of
information without meeting FISA’s traditional warrant requirements.

FAA amends FISA to permit “targeting of persons reasonably believed to be
located outside the United States to acquire foreign intelligence information.”  §
702(a). The person targeted must be a non-U.S. person, or certain more restrictive
measures apply. §§ 703-04. The critical substantive requirements are that the
“target” of the surveillance be someone overseas and that a “significant purpose”
of the surveillance be to acquire “foreign intelligence information,” which is
broadly defined.

The collection of this information must be carried out in accordance with
certain “targeting procedures” to ensure that the collection is directed at persons
located outside the United States. § 702(c)(1)(A). The acquisition must also in-
volve new minimization procedures, which the Attorney General is to adopt. §
702(e). The Justice Department and the Director of National Intelligence must
certify in advance of the surveillance activity that targeting and minimization
procedures meet the statutory standards and that “a significant purpose” of the
surveillance is to acquire foreign intelligence information. § 702(g)(2). The FAA
also states that the government may not engage in a kind of
“reverse-targeting” — the government cannot target “a person reasonably believed
to be outside the United States if the purpose of such acquisition is to target a
particular, known person reasonably believed to be in the United States.” §
702(b)(2).

The FISC is to review certifications and the targeting and minimization
procedures adopted. If a certification does not “contain all the required elements”
or the procedures “are not consistent with the requirements” of the FAA or the

® David Kris, 4 Guide to the New FISA Bill, Part I, Balkanization (June 21, 2008), at
http://balkin.blogspot.com/2008/06/guide-to-new-fisa-bill-part-i.html. Kris is co-author of the
leading treatise, J. Douglas Wilson & David Kris, National Security Investigations and Prosecutions
(2007).
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Fourth Amendment to the U.S. Constitution, the FISC is to issue an order directing
the government to correct any deficiencies. § 702(1)(3).

As for its expansion of privacy protections, the FAA requires that the FISC
approve surveillance of a U.S. citizen abroad based on a showing that includes a
finding that the person is “an agent of a foreign power, or an officer or employee
of a foreign power.” Previously, FISA did not regulate surveillance of targets,
whether U.S. citizens or not, when located outside the United States. The FAA also
contains new mechanisms for congressional oversight and crafts new audit
functions for the Inspector Generals of the Department Justice.

GLOBAL RELIEF FOUNDATION, INC. v. O°’NEIL
207 F. Supp. 779 (N.D. I11. 2002)

... [A]gents of the FBI arrived at the corporate headquarters of Global Relief [a
U.S.-based Islamic humanitarian relief organization] and the home of its executive
director on December 14, 2001 and seized a considerable amount of material they
felt was relevant to their investigation of Global Relief’s activities. As the
defendants have conceded in their briefs, no warrant had been obtained before the
FBI arrived either at Global Relief’s headquarters or the executive director’s
residence. Nevertheless, FISA includes a provision which states that, when the
Attorney General declares that “an emergency situation exists with respect to the
execution of a search to obtain foreign intelligence information™ prior to the
Foreign Intelligence Surveillance Court acting on the application, a warrantless
search is authorized. 50 U.S.C. § 1824(e)(1)(B)(i). When such an emergency
situation arises, the government must submit a warrant application to the Foreign
Intelligence Surveillance Court within 72 hours of the warrantless search for
approval. See 50 U.S.C. § 1824(e). In this case, the failure of the FBI agents to
present a FISA warrant on December 14 was caused by the Assistant Attorney
General’s declaration that an emergency situation existed with respect to the
targeted documents and material. The defendants did submit a warrant application
to the Foreign Intelligence Surveillance Court on December 15, as required by 50
U.S.C. § 1824(e). We have reviewed the warrant that issued and the submissions
to the Foreign Intelligence Surveillance Court in support of that warrant.

We conclude that the FISA application established probable cause to believe
that Global Relief and the executive director were agents of a foreign power, as
that term is defined for FISA purposes, at the time the search was conducted and
the application was granted. . . . Given the sensitive nature of the information upon
which we have relied in making this determination and the Attorney General’s
sworn assertion that disclosure of the underlying information would harm national
security, it would be improper for us to elaborate further on this subject.

This Court has concluded that disclosure of the information we have reviewed
could substantially undermine ongoing investigations required to apprehend the
conspirators behind the September 11 murders and undermine the ability of law
enforcement agencies to reduce the possibility of terrorist crimes in the future.
Furthermore, this Court is persuaded that the search and seizure made by the FBI
on December 14 were authorized by FISA. Accordingly, we decline plaintiff’s
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request that we declare the search invalid and order the immediate return of all
items seized.

NOTES & QUESTIONS

1. Probable Cause. Searches under the Wiretap Act require a “super warrant,”
including a showing of probable cause that an individual has committed or is
about to commit an enumerated offense. 18 U.S.C. § 2518(3). What is the
required showing of probable cause for a FISA search? FISA requires a judicial
finding, as the O Neill case indicates, that probable cause exists to believe that
the target is an agent of a foreign power. It also states that no U.S. person can
be considered an agent of a foreign power based solely on First Amendment
activities.

2. Defendants’ Rights? In Global Relief Foundation, the court finds that
disclosure of the information that it reviewed in deciding on the validity of the
search was not to be revealed to the defendant because it “could substantially
undermine ongoing investigations required to apprehend the conspirators
behind the September 11 murders and undermine the ability of law enforcement
agencies to reduce the possibility of terrorist crimes in the future.” However,
FISA requires that defendants receive notice about “any information obtained
or derived from an electronic surveillance of that aggrieved person” pursuant
to FISA when the government seeks to use information at trial or other official
proceedings. 50 U.S.C. § 1806(c).

3. The Three Keith Categories. Recall the Keith Court’s distinction between
electronic surveillance in (1) criminal investigations; (2) domestic security
investigations; and (3) investigations involving “activities of foreign powers
and their agents.” Today, ECPA regulates electronic surveillance in criminal
investigations (category one above). The Foreign Intelligence Surveillance Act
(FISA), as enacted in 1978, regulates electronic and other kinds of surveillance
in cases involving foreign powers and their agents (category three).

What then of the Keith category of “domestic security investigations”
(category two)? Recall that the defendants in the underlying criminal
proceeding were charged with a conspiracy to destroy government property.
One of the defendants, for example, was charged with “the dynamite bombing”
of a CIA office in Michigan. Keith makes it clear that it would be consistent
with the Fourth Amendment for Congress to create different statutory
requirements for issuing warrants for surveillance in cases involving domestic
security. But Congress has not enacted such rules, and, as a consequence, law
enforcement is required to carry out surveillance of criminal activities similar
to those in Keith under the requirements of Title III and other parts of ECPA.

4. The Lone Wolf Amendment. The Keith categories and related rules remain
unaltered by the “lone wolf” amendment to FISA in 2004. That year, Congress
amended FISA to include any non-U.S. person who “engages in international
terrorism or activities in preparation therefor” in the definition of “agent of a
foreign power.” The change means that the “lone wolf” terrorist need not be
tied to a foreign power, but must be a non-U.S. person engaged in or plotting
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1. Use of Information Obtained Through FISA Orders. As the Isa court notes,

UNITED STATES v. Isa information obtained via FISA can be used in criminal trials. However, the

923 F.2d 1300 (8th Cir. 1997) standard to obtain a FISA order does not require probable cause. Is it
appropriate to allow the use of evidence that would ordinarily required a

warrant with probable cause to obtain? On the other hand, the FISA order in
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contained in this book are taken from Terror and Death at Home Are Caught in F.B.I. Tape, N.Y.
Times, Oct. 28, 1991, at A14.
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;F}he standards of FISA are often much less stringent than those of ECPA
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i:‘SI anguage was interpreted by courts as the “primary” purpose .
o tS.A requires that‘ prqcedure_s be implemented to minimize the collection
1\?[ ention, gnd dissemination of information about U.S. persons. § 1801(h)( 1)’
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© rgzcielxlf:lrll(t: cr}rmhmal Jﬁls;lce personnel from initiating or directing the FISA
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How should terrorism investigations, which involve both intelligence

gathering and the collection i . . .
scheme? of evidence for criminal prosecution, fit into this

2. THE USA PATRIOT ACT

THE 9/11 COMMISSION REPORT
Excerpt from pp. 254-75 (2004)

-

“The System Was Blinking Red”

élso gg(s)l ;ol;ifa:l,tiourlttertfriiorism officials were receiving frequent but fragmentary
ut threats. Indeed, there appeared to be poss
: R ssible t
ever%\;vheie the United States had interests — including aIt)home freats almost
réat reports surged in June and Jul i ) hi
Yy, reaching an even higher pe
E;%Ierrgg. Igll; s'lm;{mer threa(tis seemed to be focused on Saudi A%abiap Iésdr(ae?lf
. > | att, Yemen, and possibly Rome, but the dan er ’ ’
— 1nc1ud1ng a possible attack on the G-8 summit in Genoag s s
o ;f;rtetgrr(;;rllits thriat afiwsory distributed in late June indicated a high probability
- pectacular” terrorist attacks resulting in num i
reports’ titles warned, “Bin Ladin Attack Imminent> aad pin ey oer
: , S Ma B 3 (13 : 3
Associates Making Near-Term Threats.” . . . Y e fmmineat” end “Bin Ladin and
numI;)/Ie(I)'S:l r?§ tsI:\:; érrlirtelhgfeglce ctommunity recognized in the summer of 2001 that the
Yy ol threat reports were unprecedented. Man i
' _ . y officials told
that they knew something terrible was planned, and they were desperate to stop Iilts

Despite their large number, the threats received contained few specifics regarding
time, place, method, or target. . . .

[“Jane,” an FBI analyst assigned to the FBI’s investigation of the terrorist
attack on the USS Cole] began drafting what is known as a lead for the FBI’s New
York Field Office. A lead relays information from one part of the FBI to another
and requests that a particular action be taken. . . . [H]er draft lead was not sent until
August 28. Her email told the New York agent that she wanted him to get started
as soon as possible, but she labeled the lead as “Routine” — a designation that
informs the receiving office that it has 30 days to respond.

The agent who received the lead forwarded it to his squad supervisor. That
same day, the supervisor forwarded the lead to an intelligence agent to open an
intelligence case — an agent who thus was behind “the wall” keeping FBI
intelligence information from being shared with criminal prosecutors. He also sent
it to the Cole case agents and an agent who had spent significant time in Malaysia
searching for another Khalid: Khalid Sheikh Mohammad.

The suggested goal of the investigation was to locate Mihdhar, [a member of
al Qaeda and a 9/11 hijacker] determine his contacts and reasons for being in the
United States, and possibly conduct an interview. Before sending the lead, “Jane”
had discussed it with “John,” the CIA official on detail to the FBI. . . . The dis-
cussion seems to have been limited to whether the search should be classified as
an intelligence investigation or as a criminal one. It appears that no one informed
higher levels of management in either the FBI or CIA about the case. . . .

One of the Cole case agents read the lead with interest, and contacted “Jane”
to obtain more information. “Jane” argued, however, that because the agent was
designated a “criminal” FBI agent, not an intelligence FBI agent, the wall kept him
from participating in any search for Mihdhar. In fact, she felt he had to destroy his
copy of the lead because it contained NSA information from reports that included
caveats ordering that the information not be shared without OIPR’s permission.
The agent asked “Jane” to get an opinion from the FBI’s National Security Law
Unit (NSLU) on whether he could open a criminal case on Mihdhar.

“Jane” sent an email to the Cole case agent explaining that according to the
NSLU, the case could be opened only as an intelligence matter, and that if Mihdhar
was found, only designated intelligence agents could conduct or even be present
at any interview. She appears to have misunderstood the complex rules that could
apply to this situation.

The FBI agent angrily responded:

Whatever has happened to this — someday someone will die — and the wall or
not — the public will not understand why we were not more effective at throwing

every resource we had at certain “problems.” . . .

“Jane” replied that she was not making up the rules; she claimed that they were
in the relevant manual and “ordered by the [FISA] Court and every office of the
FBI is required to follow them including FBINY.”

It is now clear that everyone involved was confused about the rules governing
the sharing and use of information gathered in intelligence channels. Because
Mihdhar was being sought for his possible connection to or knowledge of the Cole
bombing, he could be investigated or tracked under the existing Cole criminal case.
No new criminal case was need for the criminal agent to begin searching for
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Mihdhar. And as NSA had approved the passage of its information to the criminal
agent, he could have conducted a search using all available information. As a result
of this confusion, the criminal agents who were knowledgeable about al Qaeda and
experienced with criminal investigative techniques, including finding suspects and
possible criminal charges, were thus excluded from the search. . . .

We believe that if more resources had been applied and a significantly different
approach taken, Mihdhar and Hazmi might have been found. They had used their
true names in the United States. Still, the investigators would have needed luck as
well as skill to find them prior to September 11 even if such searches had begun as
early as August 23, when the lead was first drafted.

Many FBI witnesses have suggested that even if Mihdhar had been found,
there was nothing the agents could have done except follow him onto the planes.

Immigration violations or as material witnesses in the Cole bombing case.
Investigation or interrogation of them, and investigation of their travel and
financial activities, could have yielded evidence of connections to other
participants in the 9/11 plot. The simple fact of their detention could have derailed
the plan. In any case, the opportunity did not arise. . . .

On August 15, 2001, the Minneapolis FBI Field Office initiated an intelligence
investigation on Zacarias Moussaoui. . . . [H]e had entered the United States in
February 2001, and had begun flight lessons at Airman Flight School in Norman,
Oklahoma. He resumed his training at the Pan Am International F light Academy
in Eagan, Minnesota, starting on August 13. He had none of the usual
qualifications for light training on Pan Am’s Boeing 747 flight simulators. He said
he did not intend to become a commercial pilot but wanted the training as an “ego
boosting thing.” Moussaoui stood out because with little knowledge of flying, he
wanted to learn to “take off and land” a Boeing 747.

The agent in Minneapolis quickly learned that Moussaoui possessed Jjihadist
beliefs. Moreover, Moussaoui had $32,000 in a bank account but did not provide
a plausible explanation for this sum of money. He traveled to Pakistan but became
agitated when asked if he had traveled to nearby countries while in Pakistan. He
planned to receive martial arts training, and intended to purchase a global
positioning receiver. The agent also noted that Moussaoui became extremely
agitated whenever he was questioned regarding his religious beliefs. The agent
concluded that Moussaoui was “an Islamic extremist preparing for some future act
in furtherance of radical fundamentalist goals.” He also believed Moussaoui’s plan
was related to his flight training.

Moussaoui can be seen as an al Qaeda mistake and a missed opportunity. An
apparently unreliable operative, he had fallen into the hands of the FBI. . LI
Moussaoui had been connected to al Qaeda, questions should instantly have arisen
about a possible al Qaeda plot that involved piloting airliners, a possibility that had
never been seriously analyzed by the intelligence community. . . .

As a French national who had overstayed his visa, Moussaoui could be
detained immediately. The INS arrested Moussaoui on the immigration violation.
A deportation order was signed on August 17, 2001.

The agents in Minnesota were concerned that the U.S. Attorney’s office in
Minneapolis would find insufficient probable cause of a crime to obtain a criminal
warrant to search Moussaoui’s laptop computer. Agents at FBI headquarters
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believed there was insufficient probable cause. Minneapolis therefore sought a

i i i Act. . ..
i ant under the Foreign Intelligence Surveillance
Spec’i"aol VS?)HSO however, the FBI needed to demonstrate probable cause that

Moussaoui was an agent of a foreign power, a demongtration that was not requiretd
to obtain a criminal warrant but was a statutory requirement for a EISA ‘\zvfarrani
The agent did not have sufficient information to connect Moussaoui tg a “foreig
power,” so he reached out for help, in the United States and overseas. : . '
[B’ased on information supplied by the French governrgecrlltial\:[ogsiacgiln vtvlelts
i i is set off a spirited debate betw
ked to a rebel leader in Chechnya.} This se
11\1/}linieapolis Field Office, FBI headquarters, and the CIA as to .whither Cl;izileez
i i ith a terrorist organization to consti
rebels . . . were sufficiently associated wit : .
i ”? te. FBI headquarters did not believe
“f n power” for purposes of the FISA statu _ : . .
th?sri;/%ls I;ood enough, and its National Security Law Unit declined to submit a
A lication. . . . o
e A{atlfll())ugh the Minneapolis agents wanted to tell the F‘AA frqm the begmrﬁmg
about Moussaoui, FBI headquarters instructed Minneapolis that it could not share
the more complete report the case agent had prepared for the FAA. . ..

NOTES & QUESTIONS

1. Confusion About the Law Before 9/11. The 9/11 Cqmmlsswn R;:é)s(;zt
excerpted above indicated that many law enfor.cement officials we;e ;ﬁn e
about what FISA required and how information could be share 1 ! g o
Commission Report stated that the FBI headquarters conclu e .
Moussaoui’s association with Chechen rebels was ngt adequate .to Jdus 1‘31l
FISA order because Chechen rebels were not “suf{imently assocwl;elth v&gls :
terrorist organization to constitute a ‘foreign power for purposes o te e
statute.” Does FISA require that a foreign power involve azi terr )
organization? Consider the follow.ing ex'cerpt from a Senate Report discussing
the problems with the Moussaoui investigation:

7 i ting our country against
t, key FBI personnel responsible for protec i
ilr’;i),rism}::lid not Enderstand the law. The SSA at FBI Heellilqua?erft .reslzo;?g);(ei
i i i FISA application te
ssembling the facts in support of the Moussaou} n
lt;%rfgr: the Co%nmittee in a closed hearing that he did not kn(};‘INS ‘ilat prolllatablllel:
i ini arrant.

” was the applicable legal standard for. obtaining a w
zzléifionwhe did r})(?t have a clear understanding of What the probable cause
standard’ meant. . . . In addition to not understandl_ng the prqbable caléslz
standard, the SSA’s supervisor (the Unit Chief) responsible for reviewing FfI h
applicati’ons did not have a proper understanding of the legal definition of the

“agent of a foreign power” requirement.
A footnote in the report explained that the FBI agent “was under the incorrect

impression that the statute required a link to an already ide?tlﬁ%d ﬂ(1);
‘recognized’ terrorist organization, an interpretation that the FBI an

; . »
supervisor himself admitted was incorrect.

13 Senate Report No. 108-040.
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According to Senator Arlen Specter (R-PA), the consequences of this
misunderstanding of law were grave:

The failure to obtain a warrant under the Foreign Intelligence Surveillance Act
for Zacarias Moussaoui was a matter of enormous importance, and it is my view
that if we had gotten into Zacarias Moussaoui’s computer, a treasure trove of
connections to Al-Qeada, in combination with the FBI report from Phoenix
where the young man with Osama bin Laden’s picture seeking flight training,
added to [the fact that] the CIA knew about two men who turned out to be
terrorist pilots on 9/11 . . . there was a veritable blueprint and 9/11 might well
have been prevented. . . .

[I]n a way which was really incredulous, the FBI agents didn’t know the
standard. They didn’t know it when they were dealing with the Moussaoui case,
and the}114 didn’t know it almost a year later when we had the closed-door
hearing.

Does this indication regarding law enforcement confusion point to a need for
changes in the law, changes in FBI training, or some other action?

2. What Did the FISA “Wall” Require? Since information validly obtained
pursuant to a FISA court order can be used for criminal prosecution, the FISA
“wall” prevented criminal enforcement officials from directing the imple-
mentation of FISA orders. Consider the following remarks by Jamie Gorelick,
who was part of the 9/11 Commission:

At last week’s hearing, Attorney General John Ashcroft, facing criticism,
asserted that “the single greatest structural cause for September 11 was the wall
that segregated criminal investigations and intelligence agents” and that I built
that wall through a March 1995 memo. This simply is not true.

First, I did not invent the “wall,” which is not a wall but a set of procedures
implementing a 1978 statute (the Foreign Intelligence Surveillance Act, or
FISA) and federal court decisions interpreting it. In a nutshell, that law, as the
courts read it, said intelligence investigators could conduct electronic
surveillance in the United States against foreign targets under a more lenient
standard than is required in ordinary criminal cases, but only if the “primary
purpose” of the surveillance were foreign intelligence rather than a criminal
prosecution.

Second, according to the FISA Court of Review, it was the justice
departments under Presidents Ronald Reagan and George H.W. Bush in the
1980s that began to read the statute as limiting the department’s ability to obtain
FISA orders if it intended to bring a criminal prosecution. . . .

[N]othing in the 1995 guidelines prevented the sharing of information
between criminal and intelligence investigators. Indeed, the guidelines require
that FBI foreign intelligence agents share information with criminal
investigators and prosecutors whenever they uncover facts suggesting that a
crime has been or may be committed. . . .

According to Gorelick, why was the “wall” in place? What function did it
serve? What precisely did it require?

' The USA Patriot Act in Practice: Shedding Light on the FISA Process, S. Hearing 107-947
(Sept. 10, 2002).

** Jamie S. Gorelick, The Truth About “the Wall,” Wash. Post, Apr. 18, 2004, at B7.
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3. FISA and the USA PATRIOT Act. Prior to the USA PATRIOT Act, FISA
applied when foreign intelligence gathering was “the purpose” of the
investigation. Courts interpreted “the purpose” to mean that the primary
purpose of the investigation had to be foreign intelligence gathering. Criminal
enforcement could be a secondary purpose, but not the primary one. The USA
PATRIOT Act, § 204, changed this language to make FISA applicable when
foreign intelligence gathering is “a significant purpose” of the investigation. 50
U.S.C. §§ 1804(a)(7)(B) and 1823(a)(7)(B). Why do you think that this change
was made in the USA PATRIOT Act?

IN RE SEALED CASE
310 F.3d 717 (FIS Ct. Rev. 2002)

[In 2002, Attorney General John Ashcroft submitted to the FISA court new
procedures for minimization, which significantly curtailed the screening walls.
The procedures were reviewed by the FISA court in [n re All Matters Submitted to
the Foreign Intelligence Surveillance Court (May 17, 2002). The court expressed
concern over the new procedures in light of the fact that in September 2000, the
government had confessed error in about 75 FISA applications, including fz.ilse
statements that the targets of FISA surveillance were not under criminal
investigations, that intelligence and criminal investigations were separate, and that
information was not shared with FBI criminal investigators and assistant U.S.
attorneys. The FISA court rejected the proposed procedures because t_he_:;_l would
allow criminal prosecutors to advise on FISA information gathering activities. The
government appealed to the Foreign Intelligence Surveillance (FIS) Court of
Review, which is composed of three judges on the D.C. Circuit. In 2002, the FIS
Court of Review published its first and, thus far, only opinion.]

PER CURIAM. This is the first appeal from the Foreign Intelligence
Surveillance Court to the Court of Review since the passage of the Forqign
Intelligence Surveillance Act (FISA) in 1978. The appeal is brought by the .Unlted
States from a FISA court surveillance order which imposed certain restrictions on
the government. . . . .

The court’s decision from which the government appeals imposed certain
requirements and limitations accompanying an order authorizing electyomc
surveillance of an “agent of a foreign power” as defined in FISA. There is no
disagreement between the government and the FISA court as to the propriety of
the electronic surveillance; the court found that the government had shown
probable cause to believe that the target is an agent of a foreign power and
otherwise met the basic requirements of FISA. . . . The FISA court authorized the
surveillance, but imposed certain restrictions, which the government contends are
neither mandated nor authorized by FISA. Particularly, the court ordered that law
enforcement officials shall not make recommendations to intelligence officials
concerning the initiation, operation, continuation or expansion of FISA searches
or surveillances. Additionally, the FBI and the Criminal Division [of the
Department of Justice] shall ensure that law enforcement officials do not direct or
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coordinate efforts to investigate or protect against” attack or other grave hostile
telligence activities, by

acts, sabotage or international terrorism, or clandestine in
foreign powers or their agents. 50 U.S.C. § 1806(k)(1). . . . Although the Patriot

Act amendments to FISA expressly sanctioned consultation and coordination
between intelligence and law enforcement officials, in response to the first
applications filed by OIPR under those amendments, in November 2001, the FISA
court for the first time adopted the 1995 Procedures, as augmented by the January
2000 and August 2001 Procedures, as “minimization procedures” to apply in all
cases before the court.
The Attorney General interpreted the Patriot Act quite differently. On March
6, 2002, the Attorney General approved new “Intelligence Sharing Procedures” to
implement the Act’s amendments to FISA. The 2002 Procedures supersede prior
procedures and were designed to permit the complete exchange of information and
advice between intelligence and law enforcement officials. They eliminated the
“direction and control” test and allowed the exchange of advice between the FBI,
OIPR, and the Criminal Division regarding “the initiation, operation, continuation,
or expansion of FISA searches or surveillance.” . . .

Unpersuaded by the Attorney General’s interpretation of the Patriot Act, the
court ordered that the 2002 Procedures be adopted, with modifications, as
minimization procedures to apply in all cases. . ..

... [W]hen Congress explicitly authorizes consultation and coordination
between different offices in the government, without even suggesting a limitation
on who is to direct and control, it necessarily implies that either could be taking
the lead. . . .

That leaves us with something of an analytic conundrum. On the one hand,

Congress did not amend the definition of foreign intelligence information which,

we have explained, includes evidence of foreign intelligence crimes. On the other

d the dichotomy between foreign intelligence and law

hand, Congress accepte
ur task

enforcement by adopting the significant purpose test. Nevertheless, it is o
to do our best to read the statute to honor congressional intent. The better reading,
it seems to us, excludes from the purpose of gaining foreign intelligence
information a sole objective of criminal prosecution. We therefore reject the
government’s argument to the contrary. Yet this may not make much practical
difference. Because, as the government points out, when it commences an
electronic surveillance of a foreign agent, typically it will not have decided whether
to prosecute the agent (whatever may be the subjective intent of the investigators
or lawyers who initiate an investigation). So long as the government entertains a
realistic option of dealing with the agent other than through criminal prosecution,

it satisfies the significant purpose test.
ith the government — the Patriot

The important point is — and here we agree wi
Act amendment, by using the word “significant,” eliminated any justification for

the FISA court to balance the relative weight the government places on criminal
ponses. If the certification

prosecution as compared to other counterintelligence res
of the application’s purpose articulates a broader objective than criminal
iracy — and includes other

prosecution — such as stopping an ongoing consp
potential non-prosecutorial responses, the government meets the statutory test. of

course, if the court concluded that the government’s sole objective was merely to
gain evidence of past criminal conduct — even foreign intelligence crimes — to
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punish the agent rather than halt ongoing espionage or terrorist activity, the
application should be denied. . . .

It can be argued, however, that by providing that an application is to be granted
if the government has only a “significant purpose” of gaining foreign intelligence
information, the Patriot Act allows the government to have a primary objective of
prosecuting an agent for a non-foreign intelligence crime. Yet we think that would
be an anomalous reading of the amendment. . . . That is not to deny that ordinary
crimes might be inextricably intertwined with foreign intelligence crimes. For
example, if a group of international terrorists were to engage in bank robberies in
order to finance the manufacture of a bomb, evidence of the bank robbery should
be treated just as evidence of the terrorist act itself. But the FISA process cannot
be used as a device to investigate wholly unrelated ordinary crimes.

Having determined that FISA, as amended, does not oblige the government to
demonstrate to the FISA court that its primary purpose in conducting electronic
surveillance is not criminal prosecution, we are obliged to consider whether the
statute as amended is consistent with the Fourth Amendment. . . . [Iln asking
whether FISA procedures can be regarded as reasonable under the Fourth
Amendment, we think it is instructive to compare those procedures and
requirements with their Title I1I counterparts. Obviously, the closer those  FISA
procedures are to Title II1 procedures, the lesser are our constitutional concerns. .

With limited exceptions not at issue here, both Title IIT and FISA require prior
Judicial scrutiny of an application for an order authorizing electronic surveillance,
0 US.C. § 1805; 18 U.S.C. § 2518. And there is no dispute that a FISA judge
satisfies the Fourth Amendment’s requirement of a “neutral and detached
magistrate.”

The statutes differ to some extent in their probable cause showings. Title IIT
allows a court to enter an ex parte order authorizing electronic surveillance if it
determines on the basis of the facts submitted in the government’s application that
“there is probable cause for belief that an individual is committing, has committed,
or is about to commit” a specified predicate offense. 18 U.S.C. § 2518(3)(a).
FISA by contrast requires a showing of probable cause that the target is a foreign
power or an agent of a foreign power. 50 U.S.C. § 1805(a)(3). We have noted,
however, that where a U S. person is involved, an “agent of a foreign power” is
defined in terms of criminal activity. . . . FISA surveillance would not be
authorized against a target engaged in purely domestic terrorism because the
government would not be able to show that the target is acting for or on behalf of
a foreign power. . . .

FISA’s general programmatic purpose, to protect the nation against terrorists
and espionage threats directed by foreign powers, has from its outset been
distinguishable from “ordinary crime control.” After the events of September 11,
2001, though, it is hard to imagine greater emergencies facing Americans than
those experienced on that date.

We acknowledge, however, that the constitutional question presented by this
case — whether Congress’ disapproval of the primary purpose test is consistent
with the Fourth Amendment — has no definitive jurisprudential answer.

- .. Our case may well involve the most serious threat our country faces. Even
without taking into account the President’s inherent constitutional authority to

conduct warrantless foreign intelligence survei‘llance, we thiqk the prﬁcedgrfifn ?Eg
government showings required under FISA, if they do not meet the min
Fourth Amendment warrant standards, certainly come close.

NOTES & QUESTIONS

1. Assessing the Benefits and Problems of the' “Wall.” Paul. R(.)senzwe;g arg(l)llitlsd.
“Prior to the Patriot Act, a very real wall ex1ste§1. ... While 1nformz}11 1(21n cot d
be ‘thrown over the wall’ from intelligence 9fﬁc1als to prosecutors, th e e};nlsm :
to do so always rested with national sec.u.rlty personnel.— even t o%g c:vsifs
enforcement agents are in a better position to determine what eviden

. 216
pertinent to their case.
Consider Peter Swire:

The principal argument [in favor of the vyal_l] is that cr1m1na1t pros:;:iudtéﬁgz
should be based on the normal rules of criminal procedure, n;) on evidence
gathered in a secret court system. The norm should be the usua consti ;1 fonal
protections rather than the exceptional circumstances that arise in foreig
i igence investigations. . . . . )
mte‘:‘l[l’ll'g]iré wall” se?ves essential purposes. . . . [R]em(?val .(l)f thte gv:l}orgilg
violate the Constitution for investlgatlgns that are primarily nohlodomestic
intelligence purposes. At some point an investigation is so thorogg y ;
and criminal that the usual Fourth Amendment .and other protectlﬁ)ns appt}l;.I.S.A.
Second, “the wall” may be important in preventing the spread of the Teclre 1A
system over time. As of 2002, seventy-(;lne g;erce}rlFtI(::fItI}Ileo;fZ::;aTﬁee% rome
i rs were FISA orders rather than Ti 5.
ilcftv igcllilllz:iieogrg? safeguards in the FISA system means that this figure may
imb i future. . . . . _ '
Chrfl? 1?1 E}]lE?arly in an investigation, it ‘may be Filfﬁcult or 1m11))os51b1§ ?gi
investigators to know whether th;e ev1den§e w;l(l)r?rflzgﬂilyim :gillllseethat !
i igence purposes or in an actual prosecution. , ima
i*“nItg‘lxl%veir:tag izpsought for a group of foreign agents who are planning aol;gnig
attack. On these facts, there would be a strong foreign 1nte111g1ence plflrpcem,ent
frustrate the foreign attack. In addition, there would be a strong aw en (t))re i
basis for surveillance, to create evidence that wogld prove constEnr.afyt zerﬁfy
reasonable doubt. On these facts, it would be dlfﬁcqlt for officia fs oforei y
honestly that “the primary purpose” of the surveﬂlanpe \ya; t or ore t%e
intelligence rather than law enforcement. The hone_st ofﬁcw;I mig ‘S?;Ui tthe
surveillance has a dual use — bot? tcl) ::reate actl(:irz)e;‘lble oreign intellig
i ion and to create evidence for later prosecution.
mf(l):rircl:(t:ll (;Vith this possibility of dual use, the Patriot Act amerlladmfent f‘gra:i tg
require only that “a significant purpose” of _the survelllance1 efﬁcﬁn bothga
intelligence. Under the new standar.d, an ofﬁc1a1. could ho;leslt y anforcement
significant purpose for foreign intelligence and a likely use for law e .

Swire is troubled by the USA PATRIOT Act’s cha}nging FISA’s requjrement
that “the purpose” of the investigation be foreign 1n.telhge_nce' gatherlqg "r;p a
looser requirement that “a significant purpose” of the investigation constituting

foreign intelligence gathering:

] 2004).
16 Paul Rosenzweig, Civil Liberty and the Response to Terrorism, 42 Dug. L. Rev. 663 ( )
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In 2008, the Foreign Intelligence Surveillance Court of Review (FISCR)
upheld the constitutionality of the Protect America Act (PAA) of 2007, a
stopgap law enacted before the FISA Amendment Act of 2008. In re Directives
[redacted text], 551 F.3d 1004 (FISCR 2008). The FISCR found that the PAA,
applied through the relevant directives, satisfied the Fourth Amendment’s
reasonableness requirements. It observed, “The more important the
government’s interest, the greater the intrusion that may be constitutionally
tolerated under the Fourth Amendment.” Moreover, the PAA and
accompanying directives provide safeguards, including “targeting procedures,
minimization procedures, [and] a procedure to ensure that a significant purpose
of a surveillance is to obtain foreign intelligence information.” Tt concluded
that “our decision recognizes that where the government has instituted several
layers of serviceable safeguards to protect individuals against unwarranted
harms and to minimize incidental intrusions, its effort to protect national
| security should not be frustrated by the courts.”

' Why should different Fourth Amendment requirements exist for foreign

| intelligence purposes as opposed to regular domestic law enforcement? Is the

distinction between foreign intelligence and domestic law enforcement tenable

| in light of international terrorism, where investigations often have both a

foreign intelligence and domestic law enforcement purpose? Do the USA
PATRIOT Act amendments affect FISA’s constitutionality?

3. After-the-Fact Reasonableness Review? In a critique of the FISA warrant-
procedure as amended by the PATRIOT Act, a Note in the Yale Law Journal
proposes that FISA be repealed and that the United States return to use of
warrantless foreign intelligence surveillance in which “targets could challenge
the reasonableness of the surveillance in an adversary proceeding in an Article
III court after the surveillance was complete.”'®

Do you think that the foreign intelligence context is well suited to the
proposed warrantless regime? For the Note, “the possibility of after-the-fact
reasonableness review of the merits of their decisions in Article III courts (in
camera or note) would help guarantee careful and calm DOJ decisionmaking.”
Is reasonableness a sufficiently strict standard of review? Furthermore, one of
the hallmarks of the Fourth Amendment’s warrant procedure is before-the-fact

| review; law enforcement officials must seek judicial authorization before they
conduct their search. Would after-the-fact review result in hindsight bias?

Another consideration is the extent to which warrantless surveillance would

allow the government to “bootstrap” an investigation — the government could

undertake broad, unregulated surveillance knowing that it could lead to
evidence that may be admissible in court.

4. Stare Decisis. Many FISA court opinions remain secret; only some opinions
are released. Jack Boeglin and Julius Taranto argue that the FISA courts
“should publish any opinion that they consider binding precedent.””® This
action is needed because stare decisis is inconsistent with secret opinions. They

'® Nola K. Breglio, Note, Leaving FISA Behind: The Need to Return to Warrantless Foreign
Intelligence Surveillance, 113 Yale L.J. 179, 203-04, 209, 212 (2003).

9 Jack Boeglin & Julius Taranto, Comment, Stare Decisis and Secret Law: On Precedent and
Publication in the Foreign Intelligence Surveillance Court, 124 Yale L.J. 2189 (2015).
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argue that “Granting stare decisis value to secret opinions threatens to entrench
legal precedent that has not been subject to the many direct and indirect benefits
of public scrutiny.” In their view, “Secrecy deprives FISA court judges of
helpful external feedback from scholars, the public, and Congress.” On the
other hand, would the publication of all FISA court opinions harm national
security by exposing sensitive security information?

S. The USA PATRIOT Act § 215. Section 215 of the USA PATRIOT Act adds
anew § 501 to the Foreign Intelligence Surveillance Act (FISA):

(a)(1) The Director of the Federal Bureau of Investigation or a designee of the
Director (whose rank shall be no lower than Assistant Special Agent in Charge)
may make an application for an order requiring the production of any tangible
things (including books, records, papers, documents, and other items) for an
investigation to protect against international terrorism or clandestine intelligence
activities, provided that such investigation of a United States person is not

conducted solely upon the basis of activities protected by the first amendment to
the Constitution.

(2) An investigation conducted under this section shall —

(A) be conducted under guidelines approved by the Attorney
General under Executive Order 12333 (or a successor order); and

(B) not be conducted of a United States person solely upon the

basis of activities protected by the first amendment to the Constitution
of the United States.

Applications for court orders shall be made to a Judge and “shall specify that
the records are sought for an authorized investigation” and “to protect against
international terrorism or clandestine intelligence activities.” § 501(b). This
section also has a gag order:

(d) No person shall disclose to any other person (other than those persons
necessary to produce the tangible things under this section) that the Federal

Bureau of Investigation has sought or obtained tangible things under this section.
§ 501(d).

The American Library Association (ALA) led a spirited campaign against
§ 215. Tt issued a resolution stating, in part, that

the American Library Association encourages all librarians, library administra-
tors, library governing bodies, and library advocates to educate their users, staff,
and communities about the process for compliance with the USA PATRIOT Act
and other related measures and about the dangers to individual privacy and the
confidentiality of library records resulting from those measures.

In 2003, Attorney General John Ashcroft stated that § 215 had never been used
to access library records. He further stated: “The fact is, with just 11,000 FBI
agents and over a billion visitors to America’s libraries each year, the Department
of Justice has neither the staffing, the time nor the inclination to monitor the
reading habits of Americans. . . . No offense to the American Library Association,
but we just don’t care.” In 2005, the ALA revealed the results of a survey of
librarians indicating a minimum of 137 formal law enforcement inquiries to library
officials since 9/11, 49 of which were by federal officials and the remainder by
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state and local officials. The study did not indicate whether any of these were
tto § 215.

purs"ll{?lg Nat§iona1 Security Agency relied on § 215 of the USA PATRIOT Act as

authorization for its collection of bulk telephone mqtadatg. The existence of ;c‘hl(s1

secret program was first revealed through unauthorized dlsclgsures of classi Le_

documents by Edward Snowden, a contractor for the NSA, in June 2013. This

chapter addresses the NSA’s telephone records program below.

3. NATIONAL SECURITY LETTERS

Provisions in several laws permit the FBI to obtain persona} information from
third parties merely by making a written request in cases mvolymg natlor}al
security. No court order is required. These requests are called “National Security

Letters” (NSLs).

The Stored Communications Act. ECPA’s .Stored. Communlcatlons Act
contains an NSL provision, 18 U.S.C. § 2709. This provision allpws the FIIBI to
compel communications companies (ISPs, telephone; compames) to re eas;
customer records when the FBI makes a particular certification. ]:%‘efore the US
PATRIOT Act, the FBI had to certify that th§ records wer“e relevant to . fa‘m
authorized foreign counterintelligence investigation” and that th_ere are speci ﬁc
and articulable facts giving reason to believe that the person or entity to whom the
information sought pertains is a foreign power or an agent of a foreign power a(s)
defined in section 101 of the Foreign Intelligence Surveillance Act of 1978 (5
U8 G tion 305 of the USA PATRIOT Act amended the National Security Letters
provision of ECPA by altering what must be cert@ﬁed. The existing requirements
regarding counterintelligence and specific and articulable facts that the' targhet v:}alls
an agent of a foreign power were deleted. The EBI now needs to certify t 1at the
records are “relevant to an authorized investigation to pr(?tect agamst terrorism o;
clandestine intelligence activities, provided tha.t such an }r}vestlganon ofa Unf1:ce
States person is not conducted solely on the basis of activities protected by the first
amendment to the Constitution of the United States.” 18 U.S.C. § 2709.

This provision also has a gag order:

No wire or electronic communication service provider, or officer, employee,_ or
agent thereof, shall disclose to any person that the Federal Bureau of I.nvestl.gatlon
has sought or obtained access to information or records under this section. §

2709(c).
20
Unlike § 215, Ashcroft made no statement about § 505.

The Right to Financial Privacy Act. The Right to Financial Prlvacy z?lct
(RFPA) also contains an NSL provision. As‘arr'lepded,by the Ifatnot Act, 'tf is
provision states that the FBI can obtain an individual’s financial records 1f1t
“certifies in writing to the financial institution that such records are sought for

20 Mark Sidel, More Secure, Less Free?: Antiterrorism Policy and Civil Liberties After
September 11, at 14 (2004).
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foreign counter intelligence purposes to protect against international terrorism or
clandestine intelligence activities, provided that such an investigation of a United
States person is not conducted solely upon the basis of activities protected by the
first amendment to the Constitution of the United States.” 12 U.S.C. §
3414(a)(5)(A). As with the Stored Communications Act NSL provision, the RFPA
NSL provision contains a “gag” rule prohibiting the financial institution from
disclosing the fact it received the NSL. § 3414(a)(5)(D).

The Fair Credit Reporting Act. Likewise, the Fair Credit Reporting Act
provides for NSLs. Pursuant to a written FBI request, consumer reporting agencies
“shall furnish to the Federal Bureau of Investigation the names and addresses of
all financial institutions . . . at which a customer maintains or has maintained an
account.” 15 U.S.C. § 1681u(a). Consumer reporting agencies must also furnish
“identifying information respecting a consumer, limited to name, address, former
addresses, places of employment, or former places of employment.” 15 U.S.C. §
1681u(b). To obtain a full consumer report, however, the FBI must obtain a court
order ex parte. 15 U.S.C. § 1681u(c). Like the other NSL provisions, the FCRA
NSL provisions restrict NSLs for investigations based “solely” upon First
Amendment activities. The FCRA NSL also has a “gag” rule. 15 U.S.C. §
1681u(d).

The USA PATRIOT Reauthorization Act. In the USA PATRIOT
Reauthorization Act of 2005, Congress made several amendments that affected
NSLs. It explicitly provided for judicial review of NSLs. It also required a detailed
examination by the DOJ’s Inspector General “of the effectiveness and use,
including any improper or illegal use” of NSLs. This kind of audit proved its value
in March 2006 when the Inspector General issued its review of the FBI’s use of
NSLs. First, the Inspector General found a dramatic underreporting of NSLs.
Indeed, the total number of NSL requests between 2003 and 2005 totaled at least
143,074. Of these NSLs requests, as the Inspector General found, “[t]he
overwhelming majority . . . sought telephone toll billing records information,
subscriber information (telephone or e-mail) or electronic communication
transaction records under the ECPA NSL statute.”?!

The Inspector General also carried out a limited audit of investigative case
files, and found that 22 percent of them contained at least one violation of
investigative guidelines or procedures that was not reported to any of the relevant
internal authorities at the FBI. Finally, the Inspector General also found over 700
instances in which the FBI obtained telephone records and subscriber information
from telephone companies based on the use of a so-called “exigent letter”
authority. This authority, absent from the statute, was invented by the FBI’s
Counterterrorism Division. Having devised this new power, the FBI did not set
limits on its use, or track how it was employed. Witnesses told the Inspector
General that many of these letters “were not issued in exigent circumstances, and
the FBI was unable to determine which letters were sent in emergency
circumstances due to inadequate recordkeeping.” Indeed, “in most instances, there

! Office of the Inspector General, 4 Review of the Federal Bureau of Investigations Use of
National Security Letters x-xiv (Mar. 2007).
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was no documentation associating the requests with pending national security
. . . 22
investigations.”

NSL Litigation. In Doe v. Ashcroft, 334 E. Supp. 2d 471 (S.D.N.Y. 2004), a
federal district court invalidated 18 U.S.C. § 2709 (Doe ). It found that § 2709
violated the Fourth Amendment because, at least as applied, it barred or at least
substantially deterred a judicial challenge to an NSL request. It did so by
prohibiting an NSL recipient from revealing the existence of an NSL inquiry. The
court also found that the “all inclusive sweep” of § 2709 violated the First
Amendment as a prior-restraint and content-based restriction on sweep that was
subject to strict scrutiny review. Additionally, the court found that in some
instances the use of an NSL might infringe upon people’s First Amendment rights.
For example, suppose that the FBI uses an NSL to find out the identity of an
anonymous speaker on the Internet. Does the First Amendment limit using an NSL
in this manner? Does the First Amendment restriction on the NSL provisions,
which prohibits NSLs for investigations based “solely” upon First Amendment
activities, adequately address these potential First Amendment problems?

Shortly after Doe I, another district court invalidated 18 U.S.C. § 2709(c),
which prevented a recipient of an NSL to disclose information about the
government’s action. Doe v. Gonzales, 386 F. Supp. 2d 66, 82 (D. Conn. 2005)
(Doe II).

While appeals in Doe I and Doe Il were pending, Congress enacted the USA
PATRIOT Reauthorization Act of 2005, which made several changes to § 2709
and added several provisions concerning judicial review of NSLs, which were
codified at 18 U.S.C. § 3511. Following enactment of these provisions, plaintiffs
challenged the amended nondisclosure provisions of §§ 2709(¢) and 3511. The
same district court that issued the Doe I opinion then found §§ 2709(c) and 3511(b)
to be facially unconstitutional. Doe v. Gonzales, 500 F. Supp. 2d 379 (S.D.N.Y.
2007) (Doe 11I).

The newly enacted § 3511 provided for judicial review of NSLs. As a result,
the Doe [1I plaintiffs did not challenge it on Fourth Amendment grounds as in Doe
1. Instead, they argued, and the court agreed, that the nondisclosure provisions of
§ 2709(c) remained an unconstitutional prior restraint and content-based restriction
on speech. The court also concluded that § 3511(b) was unconstitutional under the
First Amendment and the doctrine of separation of powers. Among its conclusions,
the court noted that Congress in amending § 2709(c) allowed the FBI to
certify on a case-by-case basis whether nondisclosure was necessary. Yet, this
narrowing of the statute to reduce the possibility of unnecessary limitation of
speech also means that the FBI could conceivably engage in viewpoint
discrimination. As a consequence, the amended statute was a content-based
restriction as well as a prior restraint on speech and, therefore, subject to strict
scrutiny.

The Second Circuit modified the district court’s opinion. In Doe v. Mukasey,
549 F.3d 861 (2008), the court found that the challenged statutes did not comply
with the First Amendment, although not to the extent that the district court found.
It also concluded that the lower court’s ordered relief was too broad. The Second

2 Id. at xxxviil, xxxiv.
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Circuit be?gan by construing § 2709(c) to permit a nondisclosure requirement only
wheq senior FBI officials certify that disclosure may result in an enumerated harm
that is related to “an authorized investigation to protect-against international
terrorism or clandestine intelligence activities.” It also interpreted § 351 1(b)(2) and
(b)(3) as placing the burden on the Government “to show that a good reason exists
to expect that disclosure of receipt of an NSL will risk an enumerated harm.”
Add1t1onally, it held the relevant subsections unconstitutional to the extent thz;tt
they would Impose a nondisclosure requirement without placing the burden on the
government to initiate judicial review of that obligation, and to the extent that
Judicial review would treat “a government official’s certification that disclosure
may 'endanger the national security of the United States or interfere with diplomatic
relations . . . as conclusive.”

More recently, the Northern District of California declared NSLs to be
unconstitutional due to the statute’s nondisclosure and judicial review provisions
In re: Na}‘ional Security Letter, 930 F -Supp.2d 1064 (N.D. Cali 2013) found that.
the nopdlsclosure provisions represented a significant infringement on speech
regardlng‘ controversial government powers that violated the First Amendment
The restrictions on judicial review violated the First Amendment as well aé
separgthn of powers principles. Given the significant constitutional and national
security 1ssues at stake, the district court Judge stayed enforcement of the court’s
order.. This decision is now on appeal to the Ninth Circuit as Jn re- National
Security Letter, Under Seal v. Holder. Although the litigation is proceeding as a
sea(lied matter, the Ninth Circuit has ordered various litigation documents to be
Ell?erzsrt)lilll:lilfzgnd created a website devoted to the case due to the high level of

4. INTERNAL OVERSIGHT

Jqdicial oversight is not the only mechanism that regulates intelligence
agencies. Thgre are alsc_) several guidelines, internal governance structures and
processes, privacy officials, and oversight boards that regulate the activities of
various intelligence agencies.

(a) The Attorney General’s FB| Guidelines

Unlike many government agencies, the FBI was not created
through a statute. In 1907, Attorney General Charles Bonaparte ret;}llle(sjtzl(llgigjli
Congress authorize him to create a national detective force in the Department of
Justice (DOJ). The DOJ had been using investigators from the Secret Service, but
Bonaparte wanted a permanent force. Congress rejected his request du’e to
concerns over this small group developing into a secret police system
Nevertheless, Bonaparte went ahead with his plans and formed a new subdivisioﬁ
of the DOJ,_ called the “Bureau of Investigation.” President Theodore Roosevelt
later authorized the subdivision through an executive order in 1908. J. Edgar

3
In re: National Securi Letter, Under S
ca9.uscourts.gov/content/view.php%}pk_id=00006log;1S,eal v Holder. (Sealed), at ipilen,

Hoover began running the Bureau, which was renamed the Federal Bureau of

Investigation in 1935.**

The FBI grew at a great pace. In 1933, the FBI had 353 a%ents and 422 support
staff; in 1945, it had 4,380 agents and 7,422 support staff.” Today, the FBI has
11,000 agents and 16,000 support staff, as well as 56 field offices, 400 satellite
offices, and 40 foreign liaison posts.

FBI surveillance activities are regulated through the U.S. Constitution and
electronic surveillance laws, as well as by guidelines promulgated by the Attorney
General. In 1976, responding to Hoover’s abuses of power, Attorney General
Edward Levi established guidelines to control FBI surveillance activities.”” As

William Banks and M.E. Bowman observe:

The most pertinent Levi Guidelines focused on freedom of speech and freedom
of the press. First, investigations based solely on unpopular speech, where there
is no threat of violence, were prohibited. Second, techniques designed to disrupt
organizations engaged in protected First Amendment activity, or to discredit
individuals would not be used in any circumstance.

At the same time, Attorney General Levi emphasized that the Guidelines were
intended to permit domestic security investigations where the activities under
investigation “involve or will involve the use of force or violence and the violation
of criminal law.” . . .

On March 7, 1983, Attorney General William French Smith revised the
Guidelines regarding domestic security investigations. ... .

The Smith Guidelines were intended to increase the investigative avenues
available to the FBI in domestic terrorism cases. Where the Levi/Civiletti
Guidelines had established a predicate investigative standard of “specific and
articulable facts,” the Smith version lowered the threshold to require only a
“reasonable indication” as the legal standard for opening a “full”  investigation.
. . . The “reasonable indication” standard is significantly lower than the Fourth
Amendment standard of probable cause required in law enforcement. To balance
the lowered threshold for opening an investigation, Attorney General Smith em-
phasized that investigations would be regulated and would “not be based solely
on activities protected by the First Amendment or the lawful exercise of other
rights secured by the Constitution.”

Nonetheless, the Smith Guidelines authorized FBI Headquarters to approve the
use of informants to infiltrate a group “in a manner that may influence the exercise

of rights protected by the First Amendment.” The Smith Guidelines also stated:
“In the absence of any information indicating planned violence by a group or
enterprise, mere speculation that force or violence might occur during the course
of an otherwise peaceable demonstration is not sufficient grounds for initiation of
an investigation.” . . .

According to the criminal guidelines, a full investigation may be opened where
there is “reasonable indication” that two or more persons are engaged in an
enterprise for the purpose of furthering political or social goals wholly or in part

2 Curt Gentry, J. Edgar Hoover: The Man and the Secrets 111-13 (1991).
** Ronald Kessler, The Bureau: The Secret History of the FBI 57 (2002).
%6 Federal Bureau of Investigation, Frequently Asked Questions, http://www.fbi.gov/aboutus/

fags/fagsone.html (Dec. 4, 2003).
27 See United States Attorney General Guidelines on Domestic Security Investigation (1976).
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through activities that involve force or violence and are a violation of the criminal
laws of the United States. . . .

In order to determine whether an investigation should be opened, the FBI must
also take into consideration the magnitude of the threat, the likelihood that the
threat will come to fruition, and the immediacy of the jeopardy. In addition to
physical danger, the FBI must consider the danger to privacy and free expression
posed by an investigation. For example, unless there is a reasonable indication
that force or violence might occur during the course of a demonstration, initiation
of an investigation is not appropriate. . . .2

In 2002, Attorney General John Ashcroft issued revised FBI guidelines.
Whereas under the preexisting guidelines, the FBI could engage in surveillance of
public political activity and search the Internet when “facts or circumstances
reasonably indicate that a federal crime has been, is being, or will be committed,””
Ashcroft’s guidelines eliminate this requirement. The FBI is permitted to gather
“publicly available information, whether obtained directly or through services or
resources (whether nonprofit or commercial) that compile or analyze such
information; and information voluntarily provided by private entities.” The FBI
can also “carry out general topical research, including conducting online searches
and accessing online sites and forums.”*°

Daniel Solove argues that Congress should pass a legislative charter to regulate
the FBI:

... [E]xecutive orders and guidelines can all be changed by executive fiat, as
demonstrated by Ashcroft’s substantial revision to the guidelines in 2002.
Moreover, the Attorney General Guidelines are not Jjudicially enforceable. The
problem with the current system is that it relies extensively on self-regulation by
the executive branch. Much of this regulation has been effective, but it can too
readily be changed in times of crisis without debate or discussion. Codifying the
internal executive regulations of the FBI would also allow for public input into
the process. The FBI is a very powerful arm of the executive branch, and if we
believe in separation of powers, then it is imperative that the legislative branch,
not the executive alone, become involved in the regulation of the FBI. The
guidelines should be judicially enforceable to ensure that they are strictly
followed.”!

Should other government security agencies have more oversight? Does Solove
overlook the FBI’s internal administrative processes that serve to limit its power?

(b) The Homeland Security Act

In 2002, Congress passed the Homeland Security Act, 6 U.S.C. § 222, which
consolidated 22 federal agencies into the Department of Homeland Security
(DHS). Agencies and other major components at the DHS include the

*® William C. Banks & M.E. Bowman, Executive Authority for National Security Surveillance,
50 Am. U. L. Rev. 1, 69-74 (2000).

? The Attorney General’s Guidelines on General Crimes, Racketeering Enterprise and
Domestic Security/Terrorism Investigations § II.C.1 (Mar. 21, 1989).

** The Attorney General’s Guidelines on General Crimes, Racketeering Enterprise and
Terrorism Enterprise Investigations § VI (May 30, 2002).

3! Daniel J. Solove, Reconstructing Electronic Surveillance Law, 72 Geo. Wash. L. Rev. 1264,
1304 (2004).
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Transportation Security Administration, Customs and Border Protegtion, Federal
Emergency Management Agency, U.S. Citizenship and Immigration Services,
U.S. Coast Guard, and U.S. Secret Service. The Office of the Secretary of DHS
includes the Office of the Chief Privacy Officer, the Office of Civil Rights and
Civil Liberties, the Office of Counter Narcotics, and the Office of State and Local
Government Coordination.

Among other things, the Act creates a Privacy Office. 6 U.S.C. §.2.2'2. The
Secretary must “appoint a senior official to assume primary responsibility _for
privacy policy.” The privacy official’s responsibilities include ensuring
compliance with the Privacy Act of 1974; evaluating “legislative find regu_latory
proposals involving the collection, use, and disclosure of personal information by
the Federal Government”; and preparing an annual report to Congress.

(c) The Intelligence Reform and Terrorism Prevention Act

Information Sharing and Institutional Culture. The 9/11 Commission.found
that in addition to the legal restrictions on sharing of foreign intelligence
information, limitations in the FBI’s institutional culture as well as technology had
also prevented the circulation of data. In its final report, the 9/11 Commission
stated: “The importance of integrated, all-source analysis cannot be overstated.
Without it, it is not possible to ‘connect the dots.” **> The 9/11 Commission called
for a restructuring of the United States Intelligence Community (USIC) through
creation of a National Intelligence Director to oversee this process.

In an Executive Order of August 27, 2004, President Bush required executive
branch agencies to establish an environment to facilitate sharing of terrorism
information.* Responding to the 9/11 Commission Report, Congress passed the
Intelligence Reform and Terrorism Prevention Act of 2004 (IRPTA), cod.ifying the
requirements in Bush’s Executive Order. The Act mandates that mtelhggnce be
“provided in its most shareable form” that the heads of intelligence agencies and
federal departments “promote a culture of information sharing.”

The Long and Winding Road: The Creation of the Privacy and _Civil
Liberties Oversight Board. The IRTPA seeks to establish protection of privacy
and civil liberties by setting up a five-member Privacy and Civil Liber’qes
Oversight Board (PCLOB). The Board gives advice to the President and agencies
of the executive branch and provides an annual report of activities to Congress.
Among its oversight activities, the Board is to review whether “the informati.on
sharing practices of the departments, agencies, and elements of the executive
branch . . . appropriately protect privacy and civil liberties.” The Board is glso to
“ensure that privacy and civil liberties are appropriately conside'red in the
development and implementation of . . . regulations and executive branch
policies.” Regarding FISA surveillance, IRTPA mandates that the At‘torney
General provide more detailed reporting to Congress on governmental surveillance
practices and the government’s legal interpretations of FISA.

*2 The 9/11 Commission Report 408 (2004).
** Exec. Order No. 13356, 69 Fed. Reg. 53,599, 53,600-01 (Sept. 1, 2004).
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The vaacy apd Civil Liberties Board has been the subject of controversy. A
year after its creation, in F ebruary 2006, the Board still had not met a single tirﬁe
When the Boa'rd issued its first annual report in May 2007, it led to the resignatioﬁ
of Lanny Davis, the Board’s only Democratic member. The Bush Administration
ma@e more than 200 revisions to the report. The White House defending the
actions as “standard operating procedure,” and stated that it was appropriate
because th@ board was legally under the President’s supervision. In his resignation
tetteg, Day1s contested f‘the extensive redlining of the board’s report to Congress
m}; st Eﬁ;riilsetrzggz]gfﬁc1als and the majority of the Board’s willingness to accept

Later that year, Congress enacted legislation to strengthen the independence
and au.thonty of the Board. It is now an “independent agency” located within the
executive branch. No more than three members of the same political party can be
appointed to the Board, and the Senate is to confirm all appointments to it. As
before, however, the Board cannot issue subpoenas itself. Rather, a majorit'y of
Boarq membgrs have the power to ask the Attorney General to issué: a subpoena.*

Finally, in August 2012, the Senate confirmed the Board’s four part—tirr.le
mem_bers. The Senate confirmed David Medine, the Board’s chairman and its onl
full-time member., in late May 2013. The timing was auspicious as it was five da }s/
before news stories began to appear based on Edward Snowden’s leaked NS}:A
_docprpgnts. PCLOB has now issued semi-annual reports to Congress summarizin
1ts iitial activities as well as detailed studies of the NSA’s telephone record%
program conduction under Section 214 of the PATRIOT Act and the NSA’s
survsesﬂlance program under Section 702 of the Foreign Intelligence Surveillance
Act.” We discuss both NSA programs and the PCLOB reports below.

D. NSA SURVEILLANCE

" IE Decgmber 20053 a front page article in the New York Times first revealed
at the National Security Agency (NSA) was intercepting communications where
g?c:[ paggyTleas Blociaitzd outside the United States and another party inside the United
ates. ¢ Bush Administration named this surveillance pro “ i
Surveillance Program” (TSP). program the "Terorit
. Cr§ated m 1952, the NSA collects and analyzes foreign communications. As
f1rederlck Schwarz and Aziz Hugq explain, “The NSA collects signals intelligence
rom telegrgms, t_elephonqs, faxes, e-mails, and other electronic communications
and then disseminates this information among other agencies of the executivé

34
Ronald D. Lee & Paul M. Schwartz, B d the “ iem
Intelligence Network, 103 Mich. L. Rev. 1446 (200%), he “War on Terrorism”: Towards the New

Foreign Intelligence Surveillance Coupt (Jan. 23, 2014).

36 :
James R ic Li ]
Dec. 16 20055 , altsznl.& Eric Lichtblau, Bush Lets U.S. Spy on Callers Without Courts, N.Y. Times,
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branch.””’ Schwarz and Hugq also point out that the Church Committee
investigation in 1975-76 found that “the NSA had not exercised its vast power with
restraint or due regard for the Constitution.” In the past, the NSA had engaged in
activities such as collecting every international telegram sent from the United
States and maintaining watch lists of U.S. citizens involved in political protests.

After 9/11, the NSA again began secret surveillance activities within the
United States. Although the Bush Administration has discussed aspects-of the NSA
surveillance of telecommunications, the complete dimensions of the NSA
activities remain unknown. And while the Department of Justice has issued a white
paper justifying these activities,”® the legal opinions said to declare the program
lawful are secret.

Several lawsuits ensued, challenging the legality of the NSA surveillance.
Some of these cases were brought against telecommunications companies that
cooperated with the NSA in conducting the surveillance. Plaintiffs alleged that
these companies violated FISA and ECPA.

Early in 2007, a secret FISC decision denied permission for certain NSA
surveillance activities. The FISC judgment was said to concern a NSA request for
a so-called “basket warrant,” under which warrants are issued not on a case-by-
case basis for specific suspects, but more generally for surveillance activity
involving multiple targets. One anonymous official was quoted as saying that the
FISC ruling concerned cases “where one end is foreign and you don’t know where
the other is.”* The Administration leaked information about this ruling and argued
that it impeded the government’s ability to investigate threats of imminent terrorist
attacks.

In the summer of 2007, Conigress enacted the Protect America Act to authorize
the NSA surveillance program.™ This statute was subject to sunset in 120 days,
and it expired without Congress enacting a new law or renewing it.*' At that point,
without the Protect America Act’s amendments, the original FISA once again took
effect, until Congress enacted FAA in July 2008.

A major roadblock to amending FISA had been the subject of immunity for
the telecommunications companies that participated or participate in TSP or
similar programs. President Bush stated that telecommunications immunity was
needed to provide “meaningful liability protection to those who are alleged to have
assisted our nation following the attacks of September 11, 2001.” FISA already
did contain immunity provisions, and this language was in effect at the time that
the TSP began. See 18 U.S.C. § 2511(2)(a)(ii). The cooperation of the

in a Time of Terror 127 (2007).

*% United States Department of Justice, Legal Authorities Supporting the Activities of the
National Security Agency Described by the President (Jan. 19, 2006).

i Greg Miller, Court Puts Limits on Surveillance Abroad, L.A. Times, Aug. 2, 2007.

* The Protect America Act created an exception to FISA’s requirements. The exception was
found in the statute’s § 105A. This part of the law exempted all communications “directed at” people
outside of the United States from FISA’s definition of “electronic surveillance.” Once a
communication fell within § 105A, the government could carry it out subject to § 105B and its
requirements — rather than FISA and its obligation to seck a warrant from the FISC.

*1 As discussed above, the Foreign Intelligence Surveillance Court of Review upheld the
constitutionality of the PAA. In re Directives [redacted text], 551 F.3d 1004 (FISCR 2008).
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1. STANDING

CLAPPER v, AMNESTY INTERNATIONAL USA
1338.Ct. 1138 (2013)

ALITO, Jo.o.. i i
gsiZCtlglllloZ:;)z (t)lfl‘ the Foreign Intelligence Surveillance Act of 1978, 50
Intelligence to acquire f(freig(; ﬁlﬁ:(ﬁ?gee}rll G?nf‘ et 1 rector o Nati(;ﬂal
el quire ¢e information by joj iZi
- ar::rllgia;ll;% e(l)ii; m(;htwcll)ualls who are not “United Stagegogleti}sloil?’l‘gnzuclig e
ved to be located outside the United S £ 0, the
. tates. Before doing so, the

42 The term “United States person”

. ; .. .
Permanent residmmec L coriagy berson”. ncludes citizens of the United States, aliens admitted for

ons and corporations. 50 US.C. § 1801(i); see § 1881(a)
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The question before us is whether respondents have Article III standing to seek
this prospective relief.

Respondents assert that they can establish injury in fact because there is an
objectively reasonable likelihood that their communications will be acquired under
§ 1881a at some point in the future. But respondents’ theory of future injury is too
speculative to satisfy the well-established requirement that threatened injury must
be “certainly impending.” And even if respondents could demonstrate that the
threatened injury is certainly impending, they still would not be able to establish
that this injury is fairly traceable to § 1881a. As an alternative argument,
respondents contend that they are suffering present injury because the risk of §
1881a-authorized surveillance already has forced them to take costly and
burdensome measures to protect the confidentiality of their international
communications. But respondents cannot manufacture standing by choosing to
make expenditures based on hypothetical future harm that is not certainly
impending. We therefore hold that respondents lack Article III standing.. . .

In 1978, after years of debate, Congress enacted the Foreign Intelligence
Surveillance Act (FISA) to authorize and regulate certain governmental electronic
surveillance of communications for foreign intelligence purposes. In enacting
FISA, Congress legislated against the backdrop of our decision in United States v.
United States Dist. Court for Eastern Dist. of Mich., 407 U.S. 297 (1972) (Keith),
in which we explained that the standards and procedures that law enforcement
officials must follow when conducting “surveillance of ‘ordinary crime’ ” might
not be required in the context of surveillance conducted for domestic national-
security purposes.

When Congress enacted the FISA Amendments Act of 2008 (FISA
Amendments Act), it left much of FISA intact, but it “established a new and
independent source of intelligence collection authority, beyond that granted in
traditional FISA.” As relevant here, § 702 of FISA, 50 U.S.C. § 1881a, which was
enacted as part of the FISA Amendments Act, supplements pre-existing FISA
authority by creating a new framework under which the Government may seek the
FISC’s authorization of certain foreign intelligence surveillance targeting the
communications of non-U.S. persons located abroad. Unlike traditional FISA
surveillance, § 1881a does not require the Government to demonstrate probable
cause that the target of the electronic surveillance is a foreign power or agent of a
foreign power. And, unlike traditional FISA, § 1881a does not require the
Government to specify the nature and location of each of the particular facilities
or places at which the electronic surveillance will occur.

The present case involves a constitutional challenge to § 1881a. . . .

Respondents are attorneys and human rights, labor, legal, and media
organizations whose work allegedly requires them to engage in sensitive and
sometimes privileged telephone and e-mail communications with colleagues,
clients, sources, and other individuals located abroad. Respondents believe that
some of the people with whom they exchange foreign intelligence information are
likely targets of surveillance under § 1881a. Specifically, respondents claim that
they communicate by telephone and e-mail with people the Government “believes
or believed to be associated with terrorist organizations,” “people located in
geographic areas that are a special focus” of the Government’s counterterrorism or
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targeting procedures, and minimization procedures—including assessing whether
the targeting and minimization procedures comport with the Fourth Amendment.
§ 1881a(a), (c)(1), (i)(2), (1)(3). Any dissatisfaction that respondents may have
about the Foreign Intelligence Surveillance Court’s rulings—or the congressional
delineation of that court’s role—is irrelevant to our standing analysis.

Additionally, if the Government intends to use or disclose information obtained
or derived from a § 1881a acquisition in judicial or administrative proceedings, it
must provide advance notice of its intent, and the affected person may challenge the
lawfulness of the acquisition. §§ 1806(c), 1806(¢), 1881e(a). . . .

Finally, any electronic communications service provider that the Government
directs to assist in § 1881a surveillance may challenge the lawfulness of that
directive before the FISC. § 1881a(h)(4), (6).

We hold that respondents lack Article III standing because they cannot
demonstrate that the future injury they purportedly fear is certainly impending and
because they cannot manufacture standing by incurring costs in anticipation of
non-imminent harm. We therefore reverse the judgment of the Second Circuit and
remand the case for further proceedings consistent with this opinion.

BREYER, J. joined by GINSBURG, SOTOMAYOR, and KAGAN, JJ. dissenting.
The plaintiffs’ standing depends upon the likelihood that the Government, acting
under the authority of 50 U.S.C. § 1881a will harm them by intercepting at least
some of their private, foreign, telephone, or e-mail conversations. In my view, this
harm is not “speculative.” Indeed it is as likely to take place as are most future
events that commonsense inference and ordinary knowledge of human nature tell
us will happen. This Court has often found the occurrence of similar future events
sufficiently certain to support standing. I dissent from the Court’s contrary
conclusion. . . .

.. . No one here denies that the Government’s interception of a private
telephone or e-mail conversation amounts to an injury that is “concrete and
particularized.” Moreover, the plaintiffs, respondents here, seek as relief a
judgment declaring unconstitutional (and enjoining enforcement of) a statutory
provision authorizing those interceptions; and, such a judgment would redress the
injury by preventing it. Thus, the basic question is whether the injury, i.e., the
interception, is “actual or imminent.”

Since the plaintiffs fear interceptions of a kind authorized by § 1881a, it is
important to understand just what kind of surveillance that section authorizes.
Congress enacted § 1881a in 2008, as an amendment to the pre-existing Foreign
Intelligence Surveillance Act of 1978, 50 U.S.C. § 1801 e seq. Before the
amendment, the Act authorized the Government (acting within the United States)
to monitor private electronic communications between the United States and a
foreign country if (1) the Government’s purpose was, in significant part, to obtain
foreign intelligence information (which includes information concerning a
“foreign power” or “territory” related to our “national defense” or “security” or the
“conduct of ... foreign affairs™), (2) the Government’s surveillance target was “a
foreign power or an agent of a foreign power,” and (3) the Government used
surveillance procedures designed to “minimize the acquisition and retention, and
prohibit the dissemination, of” any private information acquired about Americans.
§§ 1801(e), (h), 1804(a).
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In addition the Government had to obtain the approval of the Foreign
Intelligence Surveillance Court. To do so, it had to submit an application
describing (1) each “specific target,” (2) the “nature of the information sought,”
and (3) the “type of communications or activitiecs to be subjected to the
surveillance.” § 1804(a). It had to certify that, in significant part, it sought to obtain
foreign intelligence information. /bid. It had to demonstrate probable cause to
believe that each specific target was “a foreign power or an agent of a foreign
power.” §§ 1804(a), 1805(a). It also had to describe instance-specific procedures
to be used to minimize intrusions upon Americans’ privacy (compliance with
which the court subsequently could assess). §§ 1804(a), 1805(d)(3).

The addition of § 1881a in 2008 changed this prior law in three important
ways. First, it eliminated the requirement that the Government describe to the court
each specific target and identify each facility at which its surveillance would be
directed, thus permitting surveillance on a programmatic, not necessarily
individualized, basis. § 1881a(g). Second, it eliminated the requirement that a
target be a “foreign power or an agent of a foreign power.” Ibid. Third, it
diminished the court’s authority to insist upon, and eliminated its authority to
supervise, instance-specific privacy-intrusion minimization procedures (though
the Government still must use court-approved general minimization procedures).
§ 1881a(e). Thus, using the authority of § 1881a, the Government can obtain court
approval for its surveillance of electronic communications between places within
the United States and targets in foreign territories by showing the court (1) that “a
significant purpose of the acquisition is to obtain foreign intelligence information,”
and (2) that it will use general targeting and privacy-intrusion minimization
procedures of a kind that the court had previously approved. § 1881a(g).

Several considerations, based upon the record along with commonsense
inferences, convince me that there is a very high likelihood that Government,
acting under the authority of § 1881a, will intercept at least some of the
communications just described. First, the plaintiffs have engaged, and continue to
engage, in electronic communications of a kind that the 2008 amendment, but not
the prior Act, authorizes the Government to intercept. These communications
include discussions with family members of those detained at Guantanamo, friends
and acquaintances of those persons, and investigators, experts and others with
knowledge of circumstances related to terrorist activities. These persons are
foreigners located outside the United States. They are not “foreign power[s]” or
“agent{s] of ... foreign power [s].” And the plaintiffs state that they exchange with
these persons “foreign intelligence information,” defined to include information
that “relates to” “international terrorism” and “the national defense or the security
of the United States.” See 50 U.S.C. § 1801.

Second, the plaintiffs have a strong motive to engage in, and the Government
has a strong motive to listen to, conversations of the kind described. A lawyer
representing a client normally seeks to learn the circumstances surrounding the
crime (or the civil wrong) of which the client is accused. . ... Journalists and human
rights workers have strong similar motives to conduct conversations of this kind.

At the same time, the Government has a strong motive to conduct surveillance
of conversations that contain material of this kind. The Government, after all, seeks
to learn as much as it can reasonably learn about suspected terrorists (such as those
detained at Guantanamo), as well as about their contacts and activities, along with
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those of friends and family members. And the Government is motivated to do so,
not simply by the desire to help convict those whom the Government believes
guilty, but also by the critical, overriding need to protect America from terrorism.

Third, the Government’s past behavior shows that it has sought, and hence
will in all likelihood continue to seek, information about alleged terrorists and
detainees through means that include surveillance of electronic communications.
As just pointed out, plaintiff Scott McKay states that the Government (under the
authority of the pre-2008 Ilaw) “intercepted some 10,000 telephone calls and
20,000 email communications involving [his client] Mr. Al-Hussayen.”

Fourth, the Government has the capacity to conduct electronic surveillance of
the kind at issue. To some degree this capacity rests upon technology available to
the Government. See 1 D. Kris & J. Wilson, National Security Investigations &
Prosecutions § 16:6, p. 562 (2d ed. 2012) (“NSA’s technological abilities are
legendary™); id,, § 16:12, at 572-577 (describing the National Security Agency’s
capacity to monitor “very broad facilities” such as international switches). . . .

Of course, to exercise this capacity the Government must have intelligence
court authorization. But the Government rarely files requests that fail to meet the
statutory criteria. As the intelligence court itself has stated, its review under §
1881a is “narrowly circumscribed.” In re Proceedings Required by § 702(i) of the
FISA Amendments Act of 2008, No. Misc. 08-01 (Aug. 17, 2008). There is no
reason to believe that the communications described would all fail to meet the
conditions necessary for approval. Moreover, compared with prior law, § 1881a
simplifies and thus expedites the approval process, making it more likely that the
Government will use § 1881a to obtain the necessary approval.

The upshot is that (1) similarity of content, (2) strong motives, (3) prior
behavior, and (4) capacity all point to a very strong likelihood that the Government
will intercept at least some of the plaintiffs” communications, including some that
the 2008 amendment, § 1881a, but not the pre-2008 Act, authorizes the
Government to intercept.

At the same time, nothing suggests the presence of some special factor here
that might support a contrary conclusion. . . . One can, of course, always imagine
some special circumstance that negates a virtual likelihood, no matter how strong.
But the same is true about most, if not all, ordinary inferences about future events.
Perhaps, despite pouring rain, the streets will remain dry (due to the presence of a
special chemical). But ordinarily a party that seeks to defeat a strong natural
inference must bear the burden of showing that some such special circumstance
exists. And no one has suggested any such special circumstance here. . . .

The majority more plausibly says that the plaintiffs have failed to show that
the threatened harm is “certainly impending.” But . . . certainty is not, and never
has been, the touchstone of standing. The future is inherently uncertain. Yet federal
courts frequently entertain actions for injunctions and for declaratory relief aimed
at preventing future activities that are reasonably likely or highly likely, but not
absolutely certain, to take place. And that degree of certainty is all that is needed
to support standing here.

The Court’s use of the term “certainly impending” is not to the contrary.
Sometimes the Court has used the phrase “certainly impending” as if the phrase
described a sufficient, rather than a necessary, condition for jurisdiction. See

Pennsylvania v. West Virginia, 262 U.S. 553 (1923) (“If the injury is certainly
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impending that is enough”). . . . Taken togetcher the case law uses the .WOI"d
“certainly” as if it emphasizes, rather than literally defines, the immediately
ing term “impending.” . . . -
fouol?:fme standirrl)g casegs, the Court has found thgt a reasonable probability of
Jfuture injury comes accompanied with present injury that takes t_he.: form of
reasonable efforts to mitigate the threatened effects of the. fqture injury or to
prevent it from occurring. Thus, in Monsanto Co., pla'ln'tlffs, a group of
conventional alfalfa growers, challenged an agency decision to deregl‘ll'ate
genetically engineered alfalfa. Without expressing views about that probablllty,
we found standing because the plaintiffs would suffer present harm by trying to
combat the threat. /bid. The plaintiffs, for example, “would have to cqnduct testing
to find out whether and to what extent their crops have beqn cpntammated.” Apd
they would have to take “measures to minimize the hkehh_ood of p(_)tentlal
contamination and to ensure an adequate supply of non-genetlgally-engmeerqd
alfalfa.” Ibid. We held that these “harms, which [the p!aintiffs] w?ll suffer ev?‘n if
their crops are not actually infected with” ’Fhe genetically modified gene, “are
sufficiently concrete to satisfy the injury-in-fact prong of the constitutional
standing analysis.” o
Vir%uallyyidentical circumstances are present here. Pla1nt1ff McKay, for
example, points out that, when he communicates abroad al‘)‘out, or in the mterest’s,
of, a client (e.g., a client accused of terrorism), he must “make an assessment
whether his “client’s interests would be compromised” should the Goyemment
“acquire the communications.” If so, he must either forgo the communication or
travel abroad. (“I have had to take measures to protect'the conﬁdentla.hty of
information that I believe is particularly sensitive,” including “travel that is both
time-consuming and expensive”). o _
Since travel is expensive, since forgoing communication can compromise the
client’s interests, since McKay’s assessment itself takes time and effort, this case
does not differ significantly from Monsanto. And that is so whether we consider
the plaintiffs’ present necessary expenditure of time and c?ffort as a separate
concrete, particularized, imminent harm, or consider it as additional evidence that
the future harm (an interception) is likely to occur. . o o '
While I express no view on the merits of the plalntlffs’ constitutional clayms,
I do believe that at least some of the plaintiffs have standmg‘to make those claims.
I dissent, with respect, from the majority’s contrary conclusion.

NOTES & QUESTIONS

1. The Holding in Clapper. By a 5-4 vote, the Clapper Court found a lack of
standing. For the majority, the claimants were unable to .demonstrat.e a fgture
injury in fact that was “certainly impending” by aIlegajuong regardmg 11ke;1y
government surveillance pursuant to Section 702. Writing in d1sser£[, Jqstlce
Breyer argued that it was constitutionally justifiable tq rely on orfhnary
inferences about future events.” He notes: “Perhaps, despite pouring rain, the
streets will remain dry (due to the presence of a special che?mical).” Indeed, at
some point, a party that seeks to defeat a strong natural inference bears the
burden of defeating it. In the national security context, how would you assess
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would prevent computers from searching through that channel for keywords or

names that might suggest terrorist communications.”*
A third approach is proposed by Orin Kerr, who would update FISA beyond

its current approach, which depends “on the identity and location of who is

the merit of requir; i i
quiring certainly impeding fut
does ; 7 H-ding future harm, as the ¢4 OT1
re s Elying on certain “ordinary inferences,” s Breyer vfgjlrdrgajvomy
’ 01

974 .

the I\(Ilgfincjln?ssg?’ the plamluffs alleged that AT&T wag collaborating with
V€ warrantless surveil]

customers of AT&T, the plaintiffs alleeledaltllf etp}rlogram’ namél}{, the TSP. As being monitored.”* In contrast to this “person-focused” approach, Kerr would

surveillance. g at they suffered Injury from this add “a complementary set of data-focused authorities™ to the statute. Under this

The Hepting court found th i second approach, “Surveillance practices should be authorized when the

at th . p ’ p . .
: © existence of the TSP was itself not subject government establishes a likelihood that surveillance would yield what 1 call
‘terrorist intelligence information” — information relevant to terrorism

investigations. . . .” Kerr is unwilling to state, however, whether the data-
focused approach (“used when identities and/or location are unknown) should

The Hepting court fi .
ntoure: opg hat (1) the Bush Administration had diseloge i
or should not require any kind of warrant.

classified matters when asked
Th. .. . *
Recorlcj’s 12?52222 engée;d,F hgwever, due to In re NS4 Telecommunicati 2. THE SNOWDEN REVELATIONS
A ' }’Z, R u . 2 ons
district court found that the F%)A g n?:sd(N'D. Cal. 2008). In that case, the In June 2013, government contractor Edward Snowden began to leak classified
gnmunity for the defendants ang dismisse?iﬁz Actt‘ hadTI;erVlded retroactive National Security Agency (NSA) materials. This material appeared in the
ongress in enacting the statufe * ) actton. ¢ court found that Guardian in the United Kingdom, the Washington Post, and other periodicals.
an immunity that will shield the teﬁiﬁiﬁnﬂed'm unequivocal intention to create Snowden revealed widespread NSA wiretapping and data collection previously
hag‘lhti in these actions unications company defendants from unknown to the public. Senator Diane Feinstein called Snowden’s action an “act
t the time of the debates aro . of treason.” A warrant was to be issued for his arrest. In contrast, Daniel Ellsberg
u . ) RN . ’
that would have capped  th éid It)l(l)lssSiIgIZ, CI(.)néngSS also considered laws who leaked the Pentagon Papers, said, “there has not been in American history a
telecommunications compani . lability  exposure of th more important leak” than Snowden’s and praised his “civil courage.” John
o oeo anies at € p P £¢.
p at fairly modest amounts, but allow the Cassidy in the New Yorker called Snowden “a hero.”* In that same periodical,
Jeffrey Toobin called him “a grandiose narcissist who deserves to be in prison.”*

The leaks have affected international relations through the disclosures of NSA

been superior to the FISA
Amendment Act’ i :
3. The End of FIS4? Will; ct’s outright grant of immunity?
? William B s . nity/

FISA and emergence of the TS;nésna?gtuGs. At a minimum, the unraveling of spying in foreign nations. Snowden’s actions have affected the ongoing
effective ’oversight of our national 1nto question t.he virtual disappearance of development of the Proposed Data Protection Regulation at the European Union,
Security surveillance, The Congress and lefihEuilope%n Ur:lioré officials (tio geman(cll r[ejf(érms t(]?l thie Safe Harbor_ Agreerlr{1§nt
with the Unite tates, an arme .. technology companies seeking

international business. Brazil’s president called off a state dinner with President

much less overseer
S.
Obama, and Germany cancelled a Cold War surveillance cooperation agreement

for the next thirt i
Y years, its central terms wil] h
another.” tl have to be restored, one wy 0
In contrast, John y v or ‘ in reaction to revelations of NSA spying in their country. Germany’s Chancellor,
where there | ’ 00 argues that sych surveillance should b : Angela Merkel, had a “strongly worded” conversation with President Obama about
© IS a reasonable chance that terrorists will a ¢ permitted ' NSA surveillance of her cell phone.*” At a European Summit in Brussels, Merkel
. bpear, or communicate, said, “Spying between friends that's just not done.” She added: “Now trust has to

be rebuilt.”
What are the chief Snowden revelations in a nutshell? We can break the flood

memorandums at the De i
partment of Justice’s Offj
o D: 1ce of Legal Cou
there is a likelggfcrlam- h SubfeCIuently, he has proposed that in casenssiihti:lral t | prsons outsid e Ui St hangh srvilanc o i e Ui
certain kind of avehper faps a 5Q percent chance” that terroristg would usez Sites (purstan to Secion 702 of FISA) (3) colletng telephons metada
e for rechins oot other, “[a] Fron s o States (pursuant to Section 702 of FISA); (2) collecting telephone metadata

* John Yoo, War By Other Means: An Insider’s Accounts of the War on Terror 112 (2006).
* Orin Kerr, Updating the Foreign Intelligence Surveillance Act, 75 U. Chi. L. Rev. 238 (2008).

43 ayq-
W
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’ ). *7 John Cassidy, Why Edward Snowden is a Hero, New Yorker (June 10, 2013).
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(pursuant to Section 215 of the Patriot Act); (3) spying on foreign countries and
their leadership; and (4) acting to weaken encryption standards.

Surveillance of Non-U.S. Persons Outside the United States Conducted
Within the United States (Section 702). As the President’s Civil Liberties
Oversight Board (PCLOB) notes, “Section 702 has its roots in the President’s
Surveillance Program developed in the immediate aftermath of the September 11th
attacks.”” Following the press disclosures about the Terrorist Surveillance
Program in December 2005, the FISA Amendment Acts of 2008 added Section
702 to create a statutory framework for this collection program. Drawing on this
section, the NSA then carried out a wide range of surveillance. In particular, and
as PCLOB has explained, the NSA has drawn on Section 702 to carry out
surveillance under its PRISM program and collection of so-called “upstream
communications.”

PRISM targets Internet communications and stored data of “non-US persons”
outside the United States.’ In PRISM collection, the government sends a
“selector,” such as an e-mail address, to a U.S.-based electronic service provider,
such as an ISP, and the provider shares communications delivered to that “selector”
with the government. PRISM collection does not include telephone calls. Susan
Landau notes: “The PRISM documents mention ‘direct access’ to Microsoft,
Yahoo, Google, Facebook, and other U.S. technology companies, but that might
be a casual claim rather than a precise statement. Several of the companies
involved clarified that this occurs only under legal process—and not through direct
access at company servers,”>?

Under “upstream collection,” acquisition occurs through the compelled
assistance of providers that control the telecommunications backbone. “Upstream
collection” also includes telephone calls as well as Internet communications.*?

Telephone Metadata Collection (Section 215). Leaks by Snowden detailed
the bulk collection of domestic telephony metadata. Section 215 of the PATRIOT
Act allowed for the collection of individual suspects’ “business records.” The NSA
broadened the scope of Section 215 to include all call detail records generated by
certain telephone companies in the United States >* Although technically requiring
FISC warrants, telephone companies %enerally complied voluntarily until news
media reported on the practice in 2006.>° Snowden’s disclosures also revealed the
existence of FISC orders authorizing this practice. Unlike a wiretap, metadata does
not describe the content of a phone call, but rather the caller’s location, call times

50 PCLOB, Report on the Surveillance Program Operated Pursuant to Section 702 of the
Foreign Intelligence Surveillance Act 5 (July 2, 2014).

*! Susan Landau, Making Sense from Snowden: What 's Significant in the NSA Surveillance
Revelations, 11:4 IEEE Security & Privacy 54, 54 (July/Aug. 2013).

21d. at 58.

53 PCLOB, Report on the 702 Surveillance Program, 7.

** For a clear description of the program and its history, see PCLOB, Report on the Telephone
Records Program Conducted Under Section 2] 5 (Jan. 23, 2014).

** Landau, Making Sense from Snowden, Part II, 1EE Security & Privacy Web Extra v (Jan./Feb.

2014). For a discussion of the Section 215 program, sec Joseph D. Mornin, NS4 Metadata Collection
and the Fourth Amendment, 29 BTLJ 985 (2014).
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and lengths, and which phone numbers the phone contac_:tf;d. ”The NSA used
metadata to understand webs of relations by “contact chaining” that compares
groups of three “hops” from any “seed.” In other 'words, government anaﬂysts
would retrieve numbers not only directly in contact with the seed nurfclber (the ﬁrft
hop?), but also numbers in contact with all first hop number‘s‘ (t.he sec”onscg hop™)
and all numbers in contact with all second hop numbers (the “third hop”).

Spying on China, G20 leaders, Brazil, Germar?y, and Other Co;mti"ies.
Snowden claimed that the NSA compromised Chinese tele_communlcatlons
networks. With the help of the British GCHQ, the UK’s NSA—equlvqlent, the NSA
spied on G20 leaders during a 2009 summit in London. The NSA is also said to
have spied on Petrobas, Brazil’s largest oil and gas company. In _Germany,‘ the
NSA targeted Chancellor’s Merkel’s cell phone and ran major listening operations
from within the U.S. embassy in Berlin and U.S. mllltary be_lses throughout the
company. In France, initial reports of widespregd NSA-spying in that country weﬁe
followed by reports in Le Monde that the activity had been carried out with the
cooperation of French intelligence agencies.

Weakening of Encryption Standards. Leaked _documents frpm Snowden
showed that the NSA worked to insert vulnerabilities into gommermal encryption
standards. It did so to make these systems “exploitable” by it. As part of this effon,
the NSA covertly influenced the standard-setting process at the National Institute
of Standards and Technology. As Susan Landau states, “It appears that NSA [...]

viewed corrupting cryptography standards as a goal.”’

In the two cases that follow, Klayman v. Obamq and In re FB[, a district court
and the FISC respectively evaluated the legal sufficiency of Section 215.

KLAYMAN V. OBAMA
957 F. Supp. 2d 1 (D.D.C. 2013)

LEON, J. On June 6, 2013, plaintiffs brought the ‘ﬁrs_t of two rc?lajcgd lgwsults
challenging the constitutionality and statutory authorization qf certain 1ntelhgenc§3-
gathering practices by the United States government relating to the wholesale
collection of the phone record metadata of all U.S. citizens. These relateq cases are
two of several lawsuits arising from public revelations over the pas‘t‘ Six Tonths
that the federal government, through the Nationql Secunty Agency ( NSA ), and
with the participation of certain telecommunications and internet companies, ha}s
conducted surveillance and intelligence-gathering programs tl}a_t collecft certain
data about the telephone and internet activity of American citizens within the
i tes.
Umtg)(lil SJtlian 5, 2013, the British newspaper The Guardian reported the first of
several “leaks” of classified material from Edwqrd Snowden, a former NSA
contract employee, which have revealed — and continue to reveal — multiple U.S.

*$ PCLOB, T elephone Records Program, supra, 9.
*7 Id. at vii.
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government intelligence collection and surveillance programs. See Glenn
Greenwald, NS4 collecting phone records of millions of Verizon customers daily,
GUARDIAN (London), June 5, 2013. That initial media report disclosed a FISC
order dated April 25, 2013, compelling Verizon Business Network Services to
produce to the NSA on “an ongoing daily basis ... all call detail records or
‘telephony metadata’ created by Verizon for communications (i) between the
United States and abroad; or (ii) wholly within the United States, including local
telephone calls.” Secondary Order, In re Application of the [FBI] for an Order
Requiring the Production of Tangible Things from Verizon Business Network
Services, Inc. on Behalf of MCI Communication Services, Inc. d/b/a Verizon
Business Services, No. BR 13-80 at 2 (FISC Apr. 25, 2013). According to the news
article, this order “show[ed] . . . that under the Obama administration the
communication records of millions of US citizens are being collected
indiscriminately and in bulk—regardless of whether they are suspected of any
wrongdoing.” Greenwald, supra. In response to this disclosure, the Government
confirmed the authenticity of the April 25, 2013 FISC Order, and, in this litigation
and in certain public statements, acknowledged the existence of a “program” under
which “the FBI obtains orders from the FISC pursuant to Section 215 [of the USA
PATRIOT Act] directing certain telecommunications service providers to produce
to the NSA on a daily basis electronic copies of ‘call detail records.”” Follow-on
media reports revealed other Government surveillance programs, including the
Government’s collection of internet data pursuant to a program called “PRISM.”
See Glenn Greenwald & Ewen MacAskill, NS4 Prism program taps in to user data
of Apple, Google and others, GUARDIAN (London), June 6, 2013. . . .

FISA created a procedure for the Government to obtain ex parte judicial orders
authorizing domestic electronic surveillance upon a showing that, inter alia, the
target of the surveillance was a foreign power or an agent of a foreign power. 50
U.S.C. §§ 1804(a)(3), 1805(a)(2). In enacting FISA, Congress also created two
new Article Il courts—the Foreign Intelligence Surveillance Court (“FISC”),
composed of eleven U.S. district judges, “which shall have jurisdiction to hear
applications for and grant orders approving” such surveillance, § 1803(a)(1), and
the FISC Court of Review, composed of three U.S. district or court of appeals
judges, “which shall have jurisdiction to review the denial of any application made
under [FISA],” § 1803(b).

Following the September 11, 2001 terrorist attacks, Congress passed the USA
PATRIOT Act, which made changes to FISA and several other laws. Pub. L. No.
107-56, 115 Stat. 272 (2001). Section 215 of the PATRIOT Act replaced FISA’s
business-records provision with a more expansive “tangible things” provision.
Codified at 50 U.S.C. § 1861, it authorizes the FBI to apply “for an order requiring
the production of any tangible things (including books, records, papers,
documents, and other items) for an investigation to obtain foreign intelligence
information not concerning a United States person or to protect against
international terrorism or clandestine intelligence activities.” § 1861(a)(1). While
this provision originally required that the FBI’s application “shall specify that the
records concerned are sought for” such an investigation, § 1861(b)(2), Congress
amended the statute in 2006 to provide that the FBI’s application must include “a
statement of facts showing that there are reasonable grounds to believe that the
tangible things sought are relevant to an authorized investigation ... to obtain

D. NSA SURVEILLANCE | 459

foreign intelligence information not concerning a.Unitgd Ste}tes person or to prgtect
against international terrorism or clandestine intelligence activities. §f
1861(b)(2)(A); see USA PATRIOT Improvement and Reaut}clorlzatlon Act o
2005, Pub. L. No. 109-177, § 106(b), 120 Stat. 192 (“USA PATRIOT
nt and Reauthorization Act”). .
Imprs(:e\c/::in(:r? 1861 also imposes other requirements on the FBI when seekmg to use
this authority. For example, the investigation pursuant to which the request is made
must be authorized and conducted under guidelines approved by the Attorney
General under Executive Order No. 12,333 (or a successor tl‘l‘ereto). 50 U.S.C.
§ 1861(a)(2)(A), (b)(2)(A). And the FBI’s application must enumerat.[e]bi .
minimization procedures adopted by the Attorney General . - that are applicable to
the retention and dissemination by the [FBI] of any tangible things to be made
available to the [FBI] based on the order requested.” § 186l(b)(2)(B). e
While the recipient of a production order must keep it secret, Sectmn_ 1861f
does provide the recipient — but only the recipient — a rlghj[ of judicial review o
the order before the FISC pursuant to specific procgdures. Prlqr to 200§, recipients
of Section 1861 production orders had no express rlght to Judlglal review of those
orders, but Congress added such a provision when it reauthorized the PATRIOT
ear.
Act %lj tsZy the least, plaintiffs and the Government have portrayed the scope of jche
Government’s surveillance activities very differently. Eor purposes of resc_)lvmg
these preliminary injunction motions, however, as Wlll b? made 'clgar in the
discussion below, it will suffice to accept the Government’s description of the
a collection and querying program. .
phOfllz Hl;ig%atoverview, the govrgrnment has develqped a “_counterterronsm
program” under Section 1861 in which it collect, compl.les, retains, a’r’ld analyzes
certain telephone records, which it characterizes as “business records” created by
certain telecommunications companies (the “Bulk .Telepjlony Me"fadata
Program”). The records collected under this program consist of metada}a, such
as information about what phone numbers were used to make and receive calls,
when the calls took place, and how long the calls lasted. According to the
representations made by the Government, the metadata records collected under the
program do not include any information about the content of those calls, or the
names, addresses, or financial information of any party to the ca.lls. Th.rough
targeted computerized searches of those metadata record§, the NSA tries to dlscem
connections between terrorist organizations and previously unknown terrorist
ives located in the United States.
Oper'?ﬁze(s}overnment has conducted the Bulk Telephony Me.tad.ata Program for
more than seven years. Beginning in May 2006 and continuing through 'the
present,”® the FBI has obtained production orders from the FISC under Sect%on
1861 directing certain telecommunications companies to produce, on an ongomg
daily basis, these telephony metadata records, which the companies create an
maintain as part of their business of providing telecommumca‘qons services to
customers. The NSA then consolidates the metadata records provided by different

iz1 Program that the
58 t recent FISC order authorizing the Bulk Telephony M_et‘adata ¢
Govemrjriclreltrlrllgss disclosed (in redacted form, directed to an unknown recipient) expires on January
3,2014. See Oct. 11, 2013 Primary Order at 17.
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telecommunications companies into one database, and under the FISC’s orders
the NSA may retain the records for up to five years. According to Governmen;:
ofﬁmgls, this aggregation of records into a single database creates “an historical
repository that permits retrospective analysis,” enabling NSA analysts to draw
connections, across telecommunications service providers, between numbers
reasonably suspected to be associated with terrorist activity and with other
unknown numbers. ’
The FISC orders governing the Bulk Telephony Metadata Program
specifically provide that the metadata records may be accessed only for
counterterrorism purposes (and technical database maintenance). Specifically
NSA intelligence analysts, without seeking the approval of a judicial officer, ma}:
gccesg the records to obtain foreign intelligence information only thfough
quer.les” of the records performed using “identifiers,” such as telephone numbers
associated with terrorist activity. An “identifier” (i.e., selection term, or searcli
term) used to start a query of the database is called a “seed,” and “seecfs” must be
approyed by one of twenty-two designated officials in the NSA’s Homeland
Sgcurlty Analysis Center or other parts of the NSA’s Signals Intelligence
D1rectorat§. Such approval may be given only upon a determination by one of
tho_se designated officials that there exist facts giving rise to a “reasonable
amculable suspicion” (“RAS™) that the selection term to be queried is associateci
with one or more of the specified foreign terrorist organizations approved for
targeting by the FISC. In 2012, for example, fewer than 300 unique identifiers met
this RAS standard and were used as “seeds” to query the metadata, but “the number
of unique identifiers has varied over the years.” ’
. When_ an NSA intelligence analyst runs a query using a “seed,” the
minimization procedures provide that query results are limited to reco;ds of
communications within three “hops” from the sced. The query results thus will
include only identifiers and their associated metadata having a direct contact with
the seed (Fhe first “hop”), identifiers and associated metadata having a direct
contact with first “hop” identifiers (the second “hop”), and identifiers and
issocmted me‘Fadata having a direct contact with second “hop” identifiers (the third
hop”). In plain English, this means that if a search starts with telephone number
(123) 4567890 as the “seed,” the first hop will include all the phone numbers that
(123) 456-7890 has called or received calls from in the last five years (say, 100
numbers), the second hop will include all the phone numbers that each of ;hose
100 numbers has called or received calls from in the last five years (say, 100
numbe.rs for each one of the 100 “first hop” numbers, or 10,000 total), and the’third
hop will include all the phone numbers that each of those 10 OOO’numbers has
called or received calls from in the last five years (say, 100 nurI;bers for each one
of the 10,000 “second hop” numbers, or 1,000,000 total). The actual number of
telephone numbers and their associated metadata captured in any given query
varies, of course, but in the absence of any specific representations from the
Government about typical query results, it is likely that the quantity of phone
numbers captured in any given query would be very large.
ane a query is conducted and it returns a universe of responsive records (i.e
a universe limited to records of communications within three hops from the see'd).’
Framgd NSA analysts may then perform new searches and otherwise pe‘rforn;
intelligence analysis within that universe of data without using RAS-approved

D. NSA SURVEILLANCE I 461

search terms. According to the Government, following the “chains of
communication” — which, for chains that cross different communications
networks, is only possible if the metadata is aggregated—allows the analyst to
discover information that may not be readily ascertainable through other, targeted
intelligence-gathering techniques. For example, the query might reveal that a seed
telephone number has been in contact with a previously unknown U.S. telephone
number — i.e., on the first hop. And from there, “contact-chaining” out to the
second and third hops to examine the contacts made by that telephone number may
reveal a contact with other telephone numbers already known to the Government
to be associated with a foreign terrorist organization. In short, the Bulk Telephony
Metadata Program is meant to detect: (1) domestic U.S. phone numbers calling
outside of the U.S. to foreign phone numbers associated with terrorist groups; (2)
foreign phone numbers associated with terrorist groups calling info the U.S. to U.S.
phone numbers; and (3) “possible terrorist-related communications” between U.S.
phone numbers inside the U.S. . . .

When ruling on a motion for preliminary injunction, a court must consider
“whether (1) the plaintiff has a substantial likelihood of success on the merits; (2)
the plaintiff would suffer irreparable injury were an injunction not granted; (3) an
injunction would substantially injure other interested parties; and (4) the grant of
an injunction would further the public interest.” Sottera, Inc. v. Food & Drug
Admin., 627 F.3d 891, 893 (D.C. Cir. 2010) (internal quotation marks omitted). I
will address each of these factors in turn. _

In addressing plaintiffs’ likelihood of success on the merits of their
constitutional claims, I will focus on their Fourth Amendment arguments, which I
find to be the most likely to succeed. First, however, I must address plaintiffs’
standing to challenge the various aspects of the Bulk Telephony Metadata
Program.

“To establish Article 11l standing, an injury must be concrete, particularized,
and actual or imminent; fairly traceable to the challenged action; and redressable
by a favorable ruling.” Clapper v. Amnesty Int’l USA, 133 S. Ct. 1138 (2013)
(internal quotation marks omitted). In Clapper, the Supreme Court held that
plaintiffs lacked standing to chalienge NSA surveillance under FISA because their
“highly speculative fear” that they would be targeted by surveillance relied on a
“speculative chain of possibilities” insufficient to demonstrate a “certainly
impending” injury. Moreover, the Clapper plaintiffs’ “self-inflicted injuries” (i.e.,
the costs and burdens of avoiding the feared surveillance) could not be traced to
any provable government activity.”® That is not the case here.

The NSA’s Bulk Telephony Metadata Program involves two potential
searches: (1) the bulk collection of metadata and (2) the analysis of that data

% I note in passing one significant difference between the metadata collection at issue in this
case and the electronic surveillance at issue in Clapper. As the Court noted in Clapper, “if the
Government intends to use or disclose information obtained or derived from a [50 U.S.C.] § 1881a
acquisition in judicial or administrative proceedings, it must provide advance notice of its intent, and
the affected person may challenge the lawfulness of the acquisition.” 133 S. Ct. at 1154 (citing 50
U.S.C. §§ 1806(c), 1806(e), 1881e(a)). Sections 1806(c) and (e) and 1881e(a), however, apply only
to “information obtained or derived from an electronic surveillance” authorized by specific statutes;
they do not apply to business records collected under Section 1861. Nor does it appear that any other
statute requires the Government to notify a criminal defendant it it intends to use evidence derived
from an analysis of the bulk telephony metadata collection.
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through the.N.SA’s querying process. For the following reasons, T have concluded
that the plaintiffs have standing to challenge both. First, as to the collection, the
Supreme Court _decided Clapper just months before the June 2013 news re}gorts
revealed the existence and scope of certain NSA surveillance activities. Thus
where;as the plaintiffs in Clapper could only speculate as to whether they wé)uld bé
surveilled at all., plaintiffs in this case can point to strong evidence that, as Verizon
customers, their telephony metadata has been collected for the last ;even years
(an.d st(?red for the last five) and will continue to be collected barring judicial or
leglslatl've intervention. In addition, the Government has declassified and
authenticated an April 25, 2013 FISC Order signed by Judge Vinson, which
confirms that the NSA has indeed collected telephony metadata from Veri’zon.

e [1]n one footnote, the Government asks me to find that plaintiffs lack
standing based on the theoretical possibility that the NSA has collected a universe
;)f mgadg(}a S0 1ncomp1§:te that the program could not possibly serve its putative
Ct(l)rrllcf:;[ii(:rll.ce!Candor of this type defies common sense and does not exactly inspire

L{kewise, I find that plaintiffs also have standing to challenge the NSA’s
querying procedures. . . . When the NSA runs such a query, its system must
necessagly analyze metadata for every phone number in the database by comparing
the foreign target number against al/ of the stored call records to determine which
U.S. phones, if any, have interacted with the target number. Moreover. unlike a
DNA or ﬁngerprmt database — which contains only a single “snapshot”,record of
gach person therein — the NSA’s database is updated every single day with new
1nformat1qn about each phone number. And the NSA can access its database
whenever. 1t wants, repeatedly querying any seed approved in the last 180 days (for
terms believed to be used by U.S. persons) or year (for all other terms)

The threshold issue that T must address . . . is whether plaintiffs have a
‘reagone_lbl_e expectation of privacy that is violated when the Government
1nd1scr1m1nately collects their telephony metadata along with the metadata of
hundreds' of millions of other citizens without any particularized suspicion of
wrongdomg, retains all of that metadata for five years, and then queries, analyzes
and investigates that data without prior judicial approval of the in\’festigativé
:[cialrgets. If they do — and a Fourth Amendment search has thus occurred — then
“rza::;(;bif’l’) of the analysis will be to determine whether such a search is

_ The analysis of this threshold issue of the expectation of pri
with the Supreme Court’s landmark opinion in Sn?ith V. Marylgrralc\l]azzzml}lsst S7t§rSt
(1979), 'Whlch the FISC has said “squarely control[s]” when it cZ)mes tO' “.[t]he
prodgcthn of telephone service provider metadata.” Am. Mem. Op., In re
Application of the [FBI] for an Order Requiring the Production of T. angiblg Things
from [REDAQTED], No. BR 13-109 at 6-9 (FISC Aug. 29, 2013). ¢

The question before me is not the same question that the Supreme Court
confronted in Smith. To say the least, “whether the installation and use of a pen

60
To draw an analogy, if the NSA’s pro
[0 ) 2y, gram operates the way the Government suggests it
gleri om:lttglg Verizon Wireless, AT & T, and Sprint from the collection would be like ogriittiillg .? (?I?ri’
aul, and George from a historical analysis of the Beatles. A Ringo-only database doesn’t make an};

sense, and T cannot believe intai
o the Government would create, maintain, and so ardently defend such a
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register constitutes a ‘search’ within the meaning of the Fourth Amendment,” id.
at 736, under the circumstances addressed and contemplated in that case — is a far
cry from the issue in this case.

Indeed, the question in this case can more properly be styled as follows: When
do present-day circumstances — the evolutions in the Government’s surveillance
capabilities, citizens’ phone habits, and the relationship between the NSA and
telecom companies — become so thoroughly unlike those considered by the
Supreme Court thirty-four years ago that a precedent like Smith simply does not
apply? The answer, unfortunately for the Government, is now.

In United States v. Jones (2012), five justices found that law enforcement’s
use of a GPS device to track a vehicle’s movements for nearly a month violated
Jones’s reasonable expectation of privacy. Significantly, the justices did so without
questioning the validity of the Court’s earlier decision in United States v. Knotts,
460 U.S. 276 (1983), that use of a tracking beeper does not constitute a search
because “[a] person travelling in an automobile on public thoroughfares has no
reasonable expectation of privacy in his movements from one place to another.”
Instead, they emphasized the many significant ways in which the short-range,
short-term tracking device used in Knotts differed from the constant month-long
surveillance achieved with the GPS device attached to Jones’s car.

Just as the Court in Krotts did not address the kind of surveillance used to track
Jones, the Court in Smith was not confronted with the NSA’s Bulk Telephony
Metadata Program.®’ Nor could the Court in 1979 have ever imagined how the
citizens of 2013 would interact with their phones. For the many reasons discussed
below, I am convinced that the surveillance program now before me is so different
from a simple pen register that Smith is of little value in assessing whether the Bulk
Telephony Metadata Program constitutes a Fourth Amendment search. To the
contrary, for the following reasons, I believe that bulk telephony metadata
collection and analysis almost certainly does violate a reasonable expectation of
privacy.

First, the pen register in Smith was operational for only a matter of days
between March 6, 1976 and March 19, 1976, and there is no indication from the
Court’s opinion that it expected the Government to retain those limited phone
records once the case was over. . . . The NSA telephony metadata program, on the
other hand, involves the creation and maintenance of a historical database
containing five years’ worth of data. And I might add, there is the very real prospect
that the program will go on for as long as America is combatting terrorism, which
realistically could be forever!

Second, the relationship between the police and the phone company in Smith
is nothing compared to the relationship that has apparently evolved over the last
seven years between the Government and telecom companies. . . . It’s one thing to
say that people expect phone companies to occasionally provide information to
law enforcement; it is quite another to suggest that our citizens expect all phone
companies to operate what is effectively a joint intelligence-gathering operation

1 .. The Supreme Court itself has recognized that prior Fourth Amendment precedents and
doctrines do not always control in cases involving unique factual circumstances created by evolving
technology. See, e.g., Kyllo, 533 U.S. at 34 (“To withdraw protection of this minimum expectation
[of privacy in the home] would be to permit police technology to erode the privacy guaranteed by
the Fourth Amendment.”). If this isn’t such a case, then what is?
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with the Government. Cf. U.S. Dep’t of Justice v. Reporters Comm. for Freedom
of the Press, 489 U.S. 749 (1989) (“Plainly there is a vast difference between the
public records that might be found after a diligent search of [various third parties’
records] and a computerized summary located in a single clearinghouse of
information.”).

Third, the almost-Orwellian technology that enables the Government to store
and analyze the phone metadata of every telephone user in the United States is
unlike anything that could have been conceived in 1979. In Smith, the Supreme
Court was actually considering whether local police could collect one person’s
phone records for calls made after the pen register was installed and for the limited
purpose of a small-scale investigation of harassing phone calls. See Smith, 442 U.S.
at 737. The notion that the Government could collect similar data on hundreds of
millions of people and retain that data for a five-year period, updating it with new
data every day in perpetuity, was at best, in 1979, the stuff of science fiction.

Finally, and most importantly, not only is the Government’s ability to collect,
store, and analyze phone data greater now than it was in 1979, but the nature and
quantity of the information contained in people’s telephony metadata is much
greater, as well. . . . In fact, some undoubtedly will be reading this opinion on their
cellphones. Cell phones have also morphed into multi-purpose devices. They are
now maps and music players. They are cameras. They are even lighters that people
hold up at rock concerts. They are ubiquitous as well. Count the phones at the bus
stop, in a restaurant, or around the table at a work meeting or any given occasion.
Thirty-four years ago, none of those phones would have been there. Thirty-four
years ago, city streets were lined with pay phones. Thirty-four years ago, when
people wanted to send “text messages,” they wrote letters and attached postage
stamps.

Admittedly, what metadata is has not changed over time. As in Smith, the fypes
of information at issue in this case are relatively limited: phone numbers dialed,
date, time, and the like.*” But the ubiquity of phones has dramatically altered the
quantity of information that is now available and, more importantly, what that
information can tell the Government about people’s lives. Put simply, people in
2013 have an entirely different relationship with phones than they did thirty-four
years ago. As a result, people make calls and send text messages now that they
would not (really, could not) have made or sent back when Smith was decided —
for example, every phone call today between two people trying to locate one
another in a public place. This rapid and monumental shift towards a cell phone-
centric culture means that the metadata from each person’s phone “reflects a
wealth of detail about her familial, political, professional, religious, and sexual

%2 There are, however, a few noteworthy distinctions between the data at issue in Smith and the
metadata that exists nowadays. For instance, the pen register in Smith did not tell the government
whether calls were completed or the duration of any calls, see Smith, 442 U.S. at 741, whereas that
information is captured in the NSA’s metadata collection. A much more significant difference is that
telephony metadata can reveal the user’s location, which in 1979 would have been entirely
unnecessary given that landline phones are tethered to buildings. . . . That said, not all FISC orders
have been made public, and I have no idea how location data has been handled in the past. . . Recent
news reports, though not confirmed by the Government, cause me to wonder whether the
Government’s briefs are entirely forthcoming about the full scope of the Bulk Telephony Metadata
Program. See, e.g., Barton Gellman & Ashkan Soltani, NS4 maps targets by their phones, WASH.
POST, Dec. 5, 2013, at AOI.
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associations,” Jones, 132 S.Ct. at 955 (Sotomayor, J., concurring), that could not
have been gleaned from a data collection in 1979. Records that once would have
revealed a few scattered tiles of information about a person now reveal an entire
mosaic — a vibrant and constantly updating picture of the person’s life.

In sum, the Smith pen register and the ongoing NSA Bulk Telephony Metadata
Program have so many significant distinctions between them that I cannot possibly
navigate these uncharted Fourth Amendment waters using as my North Star a case
that predates the rise of cell phones. . . .

[The Klayman court next examined the totality of the circumstances to
determine whether the search is reasonable within the meaning of the Fourth
Amendment. In the absence of individualized suspicion of wrongdoing, the search
could only be upheld through the “special needs” caselaw of the Supreme Court.]

The factors 1 must consider include: (1) “the nature of the privacy interest
allegedly compromised” by the search, (2) “the character of the intrusion imposed”
by the government, and (3) “the nature and immediacy of the government’s
concerns and the efficacy of the [search] in meeting them.” Bd. of Educ. v. Earls,
536 U.S. 822 (2002).

“Special needs” cases, not surprisingly, form something of a patchwork quilt.
... To my knowledge, however, no court has ever recognized a special need
sufficient to justify continuous, daily searches of virtually every American citizen
without any particularized suspicion. In effect, the Government urges me to be the
first non-FISC judge to sanction such a dragnet.

For reasons I have already discussed at length, I find that plaintiffs have a very
significant expectation of privacy in an aggregated collection of their telephony
metadata covering the last five years, and the NSA’s Bulk Telephony Metadata
Program significantly intrudes on that expectation. Whether the program violates
the Fourth Amendment will therefore turn on “the nature and immediacy of the
government’s concerns and the efficacy of the [search] in meeting them.” Earls,
536 U.S. at 834.

The Government asserts that the Bulk Telephony Metadata Program serves the
“programmatic purpose” of “identifying unknown terrorist operatives and
preventing terrorist attacks.” . . . Yet, turning to the efficacy prong, the Government
does not cite a single instance in which analysis of the NSA’s bulk metadata
collection actually stopped an imminent attack, or otherwise aided the Government
in achieving any objective that was time-sensitive in nature. In fact, none of the
three “recent episodes™ cited by the Government that supposedly “illustrate the
role that telephony metadata analysis can play in preventing and protecting against
terrorist attack” involved any apparent urgency. . . . Given the limited record before
me at this point in the litigation—most notably, the utter lack of evidence that a
terrorist attack has ever been prevented because searching the NSA database was
faster than other investigative tactics—I have serious doubts about the efficacy of
the metadata collection program as a means of conducting time-sensitive
investigations in cases involving imminent threats of terrorism.

I realize, of course, that such a holding might appear to conflict with other trial
courts. . . . Nevertheless, in reaching this decision, I find comfort in the statement
in the Supreme Court’s recent majority opinion in Jones that “[a]t bottom, we must
‘assur[e] preservation of that degree of privacy against government that existed
when the Fourth Amendment was adopted.”” (quoting Kyllo). . . . Indeed, I have
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little doubt that the author of our Constitution, James Madison, who cautioned us
to beware “the abridgement of freedom of the people by gradual and silent
encroachments by those in power,” would be aghast. . . .

Plamtiffs in this case have also shown a strong likelihood of success on the

merits of a Fourth Amendment claim. As such, they too have adequately
demonstrated irreparable injury.
R [The public interest] looms large in this case, given the significant privacy
Interests at stake and the unprecedented scope of the NSA’s collection and
querying efforts, which likely violate the Fourth Amendment. Thus, the public
interest weighs heavily in favor of granting an injunction.

... [I]n light of the significant national security interests at stake in this case
an(j the novelty of the constitutional issues, I will stay my order pending appeal. In
dqlng so, I hereby give the Government fair notice that should my ruling be upheld
this order will go into effect forthwith. ’

IN RE FBI
2013 WL 5307991 (FISC 2013)

EAQAN, J. On July 18, 2013, a verified Final “Application for Certain Tangible
Things for. Investigations to Protect Against International Terrorism’ (Application)
was submitted to the Court by the Federal Bureau of Investigation (FBI) for an
order pursuant to the Foreign Intelligence Surveillance Act of 1978 (FISA or the
Act)_, Title 50, United States Code (U.S.C.), § 1861, as amended (also known as
Sect10n_2 15 of the USA PATRIOT Act), requiring the ongoing daily production to
the National Security Agency (NSA) of certain call detail records or “telephony
metadata” in bulk. . . .

In conducting its review of the government’s application, the Court considered
whether the Fourth Amendment to the U.S. Constitution imposed any impediment
to the government’s proposed collection. Having found none in accord with U.S.
Supreme Court precedent, the Court turned to Section 215 to determine if the
proposed collection was lawful and that Orders requested from this Court should
1ssue. The Court found that under the terms of Section 215 and under operation of
the canons of statutory construction such Orders were lawful and required, and the
requested Orders were therefore issued. ,

S_peciﬁ_cally, the government requested Orders from this Court to obtain
certain business records of specified telephone service providers. Those telephone
company business records consist of a very large volume of each company’s call
detail rec_:ords or telephony metadata, but expressly exclude the contents of any
communication; the name, address, or financial information of any subscriber or
customc?r; or any cell site location information (CSLI). The government requested
prodpctlon of this data on a daily basis for a period of 90 days. The sole purpose
of this production is to obtain foreign intelligence information in support of [TEXT
REDACTED] individual authorized investigations to protect against international
terrorism and concerning various international terrorist organizations. In granting
the government’s request, the Court has prohibited the government from accessing
the data for any other intelligence or investigative purpose.
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By the terms of this Court’s Primary Order, access to the data is restricted
through technical means, through limits on trained personnel with authorized
access, and through a query process that requires a reasonable, articulable
suspicion (RAS), as determined by a limited set of personnel, that the selection
term (e.g., a telephone number) that will be used to search the data is associated
with one of the identified international terrorist organizations. Moreover, the
government may not make the RAS determination for selection terms reasonably
believed to be used by U.S. persons solely based on activities protected by the First
Amendment. To ensure adherence to its Orders, this Court has the authority to
oversee compliance, see 50 U.S.C. § 1803(h), and requires the government to
notify the Court in writing immediately concerning any instance of non-
compliance, see FISC Rule 13(b). According to the government, in the prior
authorization period there have been no compliance incidents.®

Finally, although not required by statute, the government has demonstrated
through its written submissions and oral testimony that this production has been
and remains valuable for obtaining foreign intelligence information regarding
international terrorist organizations. . . .

The production of telephone service provider metadata is squarely controlled
by the U.S. Supreme Court decision in Smith v. Maryland, 442 U.S. 735 (1979).
The Smith decision and its progeny have govemed Fourth Amendment
jurisprudence with regard to telephony and communications metadata for more
than 30 years. Specifically, the Smith case involved a Fourth Amendment
challenge to the use of a pen register on telephone conipany equipment to capture
information concerning telephone calls, but not the content or the identities of the
parties to a conversation. The same type of information is at issue here. ¢

The Supreme Court in Smith recognized that telephone companies maintain
call detail records in the normal course of business for a variety of purposes.
Furthermore, the Supreme Court found that once a person has transmitted this
information to a third party (in this case, a telephone company), the person “has no
legitimate expectation of privacy in [the] information....” The telephone user,
having conveyed this information to a telephone company that retains the
information in the ordinary course of business, assumes the risk that the company
will provide that information to the government. Thus, the Supreme Court
concluded that a person does not have a legitimate expectation of privacy in
telephone numbers dialed and, therefore, when the government obtained that
dialing information, it “was not a ‘search,” and no warrant was required” under the
Fourth Amendment.

In Smith, the government was obtaining the telephone company’s metadata of
one person suspected of a crime. Here, the government is requesting daily

% The Court is aware that in prior years there have been incidents of non-compliance with
respect to NSA’s handling of produced information. Through oversight by this Court over a period
of months, those issues were resolved.

% The Court is aware that additional call detail data is obtained via this production than was
acquired through the pen register acauisition at issue in Smith. Other courts have had the opportunity
to review whether there is a Fourth Amendment expectation of privacy in call detail records similar
to the data sought in this matter and have found that there is none. See United States v. Reed. 575
F.3d 900, 914 (9th Cir. 2009) (finding that because “data about the ‘call origination, length, and time
of call’ . . . is nothing more than pen register and trap and trace data, there is no Fourth Amendment
‘expectation of privacy.” ”
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prodpct'ion of certain telephony metadata in bulk belonging to companies without
spgcufymg the particular number of an individual. This Court had reason to analyze
this distinction in a similar context in [TEXT REDACTEDY]. In that case, this Court
found that “regarding the breadth of the proposed surveillance, it is noteworthy
?hat the application of the Fourth Amendment depends on the government’s
intruding into some individual’s reasonable expectation of privacy.” The Court
noted that Fourth Amendment rights are personal and individual, and that “[s]o
long as no individual has a reasonable expectation of privacy in meta data, the
large _number of persons whose communications will be subjected to the ’. .
su_rveﬂlanpe is irrelevant to the issue of whether a Fourth Amendment search oir
seizure will ogcur.” Put another way, where one individual does not have a Fourth
Amer_ldment Interest, grouping together a large number of similarly-situated
individuals cannot result in a Fourth Amendment interest springing into existence
ex nihilo.

In sum, because the Application at issue here concerns only the production of
call detail records or “telephony metadata” belonging to a telephone company, and
not the contents of communications, Smith v. Maryland compels the conch;sion
that there is no Fourth Amendment impediment to the collection. Furthermore, for
the reasons stated in [TEXT REDACTED] and discussed above, this Court finds
that the volume of records being acquired does not alter this conclusion. Indeed
there is no legal basis for this Court to find otherwise. . . . ,

.Section 215 of the USA PATRIOT Act created a statutory framework, the
various parts of which are designed to ensure not only that the government, has
access to t}}e information it needs for authorized investigations, but also that there
are protections and prohibitions in place to safeguard U.S. person information. . .

This Court must verify that each statutory provision is satisfied before issuing
the requested Orders.

Because known and unknown international terrorist operatives are using
telephqne communications, and because it is necessary to obtain the bulk
collection of a telephone company’s metadata to determine those connections
betwef;n known and unknown international terrorist operatives as part of
authorized investigations, the production of the information sought meets the
standard for relevance under Section 215.

As an .initial matter and as a point of clarification, the government’s burden
under Sectlon 215 is not to prove that the records sought are, in fact, relevant to an
authorized investigation. The explicit terms of the statute require “’a statement of
facts showing that there are reasonable grounds 1o believe that the tangible things
soughF are relevant. . . .” 50 U.S.C. § 1861(b)}(2)(A) (emphasis added). In
estgbhshmg this standard, Congress chose to leave the term “relevant” undefined.
This Court recognizes that the concept of relevance here is in fact broad and
amounts to a relatively low standard. Where there is no requirement for specific
and grtlculable facts or materiality, the government may meet the standard under
Sectlon _215 if it can demonstrate reasonable grounds to believe that the
mformatlon sought to be produced has some bearing on its investigations of the
identified international terrorist organizations.

This Court has previously examined the issue of relevance for bulk c i
See [TEXT REDACTED]. While those matters involved different collecggizt}?;l;
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the one at issue here, the relevance standard was similar. See 50 U.S.C. §
1842(c)(2) (“[R]elevant to an ongoing investigation to protect against international
terrorism. . . .”). In both cases, there were facts demonstrating that information
concerning known and unknown affiliates of international terrorist organizations
was contained within the non-content metadata the government sought to obtain.
As this Court noted in 2010, the “finding of relevance most crucially depended on
the conclusion that bulk collection is necessary for NSA to employ tools that are
likely to generate useful investigative leads to help identify and track terrorist
operatives.” [TEXT REDACTED] Indeed, in [TEXT REDACTED] this Court
noted that bulk collections such as these are “necessary to identify the much
smaller number of [international terrorist] communications.” [TEXT
REDACTED] As a result, it is this showing of necessity that led the Court to find
that “the entire mass of collected metadata is relevant to investigating
[international terrorist groups] and affiliated persons.” [TEXT REDACTED]

This case is no different. The government stated, and this Court is well aware,
that individuals associated with international terrorist organizations use telephonic
systems to communicate with one another around the world, including within the
United States. The government argues that the broad collection of telephone
company metadata “is necessary to create a historical repository of metadata that
enables NSA to find or identify known and unknown operatives . . . , some of
whom may be in the United States or in communication with U.S. persons.” The
government would use such information, in part, “to detect and prevent terrorist
acts against the United States and U.S. interests.” The government posits that bulk
telephonic metadata is necessary to its investigations because it is impossible to
know where in the data the connections to international terrorist organizations will
be found. The government notes also that “[a]nalysts know that the terrorists’
communications are located somewhere” in the metadata produced under this
authority, but cannot know where until the data is aggregated and then accessed by
their analytic tools under limited and controlled queries. As the government stated
in its 2006 Memorandum of Law, “[a]ll of the metadata collected is thus relevant,
because the success of this investigative tool depends on bulk collection.”

The government depends on this bulk collection because if production of the
information were to wait until the specific identifier connected to an international
terrorist group were determined, most of the historical connections (the entire
purpose of this authorization) would be lost. The analysis of past connections is
only possible “if the Government has collected and archived a broad set of
metadata that contains within it the subset of communications that can later be
identified as terrorist-related.” Because the subset of terrorist communications is
ultimately contained within the whole of the metadata produced, but can only be
found after the production is aggregated and then queried using identifiers
determined to be associated with identified international terrorist organizations,
the whole production is relevant to the ongoing investigation out of necessity.

As the U.S. Supreme Court has stated, “Congress is presumed to be aware of
an administrative or judicial interpretation of a statute and to adopt that
interpretation when it re-enacts a statute without change.” Lorillard v. Pons, 434
U.S. 575 (1978). This doctrine of legislative re-enactment, also known as the
doctrine of ratification, is applicable here because Congress re-authorized Section
215 of the PATRIOT Act without change in 2011. The record before this Court . .
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. demonstrates that the factual basis for applying the re-enactment doctrine and
presuming that in 2011 Congress intended to ratify Section 215 as applied by this
Court is well supported. Members were informed that this Court’s “orders
generally require production of the business records (as described above) relating
to substantially all of the telephone calls handled by the companies, including both
calls made between the United States and a foreign country and calls made entirely
within the United States.” When Congress subsequently re-authorized Section 215
without change, except as to expiration date, that re-authorization carried with it
this Court’s interpretation of the statute, which permits the bulk collection of
telephony metadata under the restrictions that are in place. Therefore, the passage
of the PATRIOT Sunsets Extension Act provides a persuasive reason for this Court
to adhere to its prior interpretations of Section 215. . . .

This Court is mindful that this matter comes before it at a time when
unprecedented disclosures have been made about this and other highly-sensitive
programs designed to obtain foreign intelligence information and carry out
counter-terrorism investigations. According to NSA Director Gen. Keith
Alexander, the disclosures have caused “significant and irreversible damage to our
nation.” In the wake of these disclosures, whether and to what extent the
government seeks to continue the program discussed in this Memorandum Opinion
is a matter for the political branches of government to decide.

As discussed above, because there is no cognizable Fourth Amendment
interest in a telephone company’s metadata that it holds in the course of its
business, the Court finds that there is no Constitutional impediment to the
requested production. Finding no Constitutional issue, the Court directs its
attention to the statute. The Court concludes that there are facts showing reasonable
grounds to believe that the records sought are relevant to authorized investigations.
This conclusion is supported not only by the plain text and structure of Section
215, but also by the statutory modifications and framework instituted by Congress.
Furthermore, the Court finds that this result is strongly supported, if not required,
by the doctrine of legislative re-enactment or ratification.

For these reasons, for the reasons stated in the Primary Order appended hereto,
and pursuant to 50 U.S.C. § 1861(c)(1), the Court has GRANTED the Orders
requested by the government.

Because of the public interest in this matter, pursuant to FISC Rule 62(a), the
undersigned FISC Judge requests that this Memorandum Opinion and the Primary
Order of July 19, 2013, appended herein, be published.

NOTES & QUESTIONS

1. Two Different Results: Klayman and In re FBL The Klayman court found
that the time had come to reject Smith v. Maryland as valid precedent. In
contrast, the FISC in In re FBI declared it to be still valid. How do these courts
approach the issue of the precedential value of this Supreme Court decision?
Which arguments do you find most and least convincing?

2. PCLOB on Section 215, In its in-depth study of bulk collection of telephone
metadata, the Privacy and Civil Liberties Oversight Board (PCLOB) reached
highly negative conclusions. In its view, Section 215 “has shown minimal value
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in safeguarding the nation from terrorism.”® Moreover, the prggram’s
“implications for privacy and civil liberties” were serious. The Section 215
surveillance involved the government’s ongoing collection of “virtually all
telephone records of every American.”

The time had come to end this program. PCLOB concluded: “Any
government program that entails such costs requires a strong showing of
efficacy. We do not believe that the NSA”s telephone records program
conducted under Section 215 meets that standard.” Short of its ultimate
recommendation to end this surveillance, the PCLOB also called for immediate
changes to the program, including reducing the retention period for bulk
telephone records from five years to three and restricting the number of “hops”
used in contact chaining from three to two. It also called for Congress to enact
legislation permitting the FISC to hear from a panel of outside lawyers who
would service as Special Advocates before the FISC. '

In separate statements, Board Members Rachel Brand and Elisebeth Collins
Cook disagreed with some of the Report. While joining in the Board’s
recommendation for certain immediate modifications to the program, including
removing the “third hop,” Brand argued that the program should continye.
Brand felt that “the Report gives insufficient weight to the need for a proactive
approach to combating terrorism.” ‘

Like Brand, Board Member Cook noted that she had “a different view from
the Board as to the efficacy and utility of the Section 215 program.” She thought
that “a tool that allows investigators to more fully understand our adversaries
in a relatively nimble way, allows investigators to verify and reinforce
intelligence gathered from other programs or tools, and provides ‘peace of
mind,’ has value.”

. PCLOB on Section 702. In contrast to its call for shutting down the Section

215 program, PCLOB had a largely positive reaction to the NSA’s surveillance
catried out pursuant to Section 702. It stated: “The program has proven Valuable
in the government’s efforts to combat terrorism as well in other arcas of foreign
intelligence.”® Perhaps most crucially, “the program has led the governmf?nt to
identify previously unknown individuals who are involved in internatlopal
terrorism, and it has played a key role in discovering and disrupting specific
terrorist plots aimed at the United States and other countries.”

PCLOB also offered specific recommendations regarding this program. It
found that the government was unable to assess the precise scope of the
incidental collection under the program of information about U.S. persons. As
a result, the Board recommended several measures to help provide information
about the extent to which the NSA was acquiring and using communications
involving U.S. persons or people located in the United States: It a'lso
recommended measures to improve accountability and transparency, including
the release of declassified versions of the minimization procedures used by the
NSA and other government agencies under Section 702,

8 PCLOB, T elephone Records Program, supra, 11.
8 PCLOB, Section 702 Surveillance Program, supra, 10.
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4. President’s Review Board. Following the Snowden leaks, President Obama
created a Review Group on Intelligence and Communications Technologies.
The members of the ad hoc committee were Richard A. Clarke, Michael J.
Morell, Geoffrey R. Stone, Cass R. Sunstein, and Peter Swire. The
announcement of the Review Group took place on August 27, 2013, and on
December 12 of that year, the Group released its report, Liberty and Security in
a Changing World. There were 46 recommendations in this report; of these,
several concerned Section 215 and Section 720 oversight.

The Group offered numerous recommendations based on the central
principles of protecting both national security and personal privacy as well as
fulfilling the central task of risk management. With regard to Section 215 of
FISA, it called for an end to the government’s storage of bulk telephone
metadata and the transition to a system in which such metadata is held privately
by telephone companies. The government would then query this information
when necessary for national security purposes. As a broad principle for the
future, the Group noted: “without senior policy review, the government should
not be permitted to collect and store mass, undigested, non-public personal
information about US persons for the purpose of enabling future queries and
data mining for foreign intelligence purposes.”®’

Regarding Section 702, the President’s Review Group recommended that if
the government legally intercepts a communication under this authority that
“either includes a United States person as a participant or reveals information
about a United States person[,]” it should purge any information about that
United States person “unless it either has foreign intelligence value or is
necessary to prevent serious harm to others.” It also recommended that in
implementing Section 702, the U.S. government should reaffirm that such
surveillance “must be directed exclusively at the national security of the United
States or our allies” and “must not be directed at illicit or illegitimate ends, such
as the theft of trade secrets or obtaining commercial gain for domestic
industries.”®®
S. Bulk Metadata: Private Sector or Governmental Control? Regarding the issue
of leaving the bulk metadata of the Section 215 program with the private sector,
the PCLOB’s Rachel Brand took a different view from the President’s Review
Group’s recommendation that it remain with telephone companies. It is
worthwhile to contrast the two differing approaches. In her separate statement
to the PCLOB’s Report on the Telephone Records Program, Brand stated, “T
doubt 1 could support a solution that transfers responsibility for the data to
telephone service providers.”® Legislation would be needed to create a data
retention mandate, but this law might also “increase privacy concerns by
making the data available for a wide range of purposes other than national
security.” Indeed, such legislation “would raise a host of questions about the

67 i . .
President’s Review Group on Intelligence and Communication Technologies, Liberty and

Security in a Changing World 17 (2013).

Zz Id. at 29-30 (emphasis in original).
PCLOB, Telephone Records Program, supra, 6 (Separate Statement by Board Member

Rachel Brand).
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legal status and handling of the data and the role and liabilities of the providers
holding it.” Brand concludes: “In my view, it would be wiser to leave the
program as it is with the NSA than to transfer it to a third party.”

6. Caselaw on Section 702. The FISC has heard multiple cases involving the

Section 702 program. In particular, it was troubled by the upstream collection
program. In Redacted, 2012 WL 9189263 (FISC Sept. 25, 2012), the FISC
helpfully summarized its 2011 ruling that “the NSA was annually acquiring
tens of thousands of Internet transactions containing at least one wholly
domestic communication; that many of these wholly domestic communications
were not to, from, or about a targeted facility; and that NSA was also likely
acquiring tens of thousands of additional Internet transactions containing one
or more targeted communications to and from U.S. persons in the United
States.”

In its Redacted opinion, the FISC decided that the remedial steps taken by
the government since October 2011 reduced the risks of past upstream
acquisitions under Section 702. For example, the NSA had purged data
collected before October 31, 2011 and the utilization of new minimization
procedures, which the FISC approved on November 30, 2011. The FISC
declared “the outstanding issues raised by NSA’s upstream collection of
Internet transactions” to be “resolved, subject to the discussion of changes to
the minimization procedures that appears below.” The subsequent part of the
opinion was, however, entirely redacted. Susan Landau argues, “Ultimately, the
rules of data minimization should be subject to a public discussion, especially
when they directly affect the public.” What kind of information do you feel is
needed about the Section 702 program to evaluate its policy implications?

In United States v. Mohamud, 2014 WL 2866749 (D. Or. 2014), the district
court upheld Section 702 against constitutional and other legal challenges. It
found that this provision in FISA did not violate the separation of powers
doctrine as safeguarded by the Fourth Amendment. FISC review of Section 702
surveillance submissions “provides prior review by a neutral and detached
magistrate.” The result? This review “strengthens, not undermines, Fourth
Amendment rights.” The section was also found more generally to comport
with the Fourth Amendment. The district court found that Section 702 fell
within the exception in the Keith case for foreign intelligence. Following a
FISC opinion, [Caption Redacted], 2011 WL 10945618 (FISC 2011), the
Mohamud court decided that the collection under Section 702 was still as a
whole directed at national security cven if the NSA also acquired
communications concerning U.S. persons inside the United States. The court
also decided that the governmental action was also reasonable under the Fourth
Amendment due to the numerous safeguards, such as targeting and
minimization procedures, built into Section 702.

. Lack of Investigative Capacity. Judge Reggie Walton, the chief judge of the

FISC, has told the Washington Post that the court lacks tools to provide
oversight of the government’s surveillance programs. He stated, “The FISC is
forced to rely upon the accuracy of the information that is provided to the Court.
The FISC does not have the capacity to investigate issues of noncompliance,
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and in that respect the FISC is in the same position as any other court when it

comes to enforcing [government] compliance with its orders.””® Judge APTER 6
Walton’s comments came after the Post obtained an NSA classified internal GHAP

NSA report on its failures to follow certain of the agency’s privacy rules and
other legal restrictions. Should the FISC’s oversight be strengthened}: or is such H EA L TH P R I VA C Y
a role best played by the Executive Branch, Congress, or through an internal
NSA audit function?
8. The USA FREEDOM Act. In 2015, the USA Freedom Act, H.R. 2048, S. 1123,
banned the bulk collection of Americans’ Internet metadata and telephone
records under the Patriot Act Section 215. The government must now identify
a person, account, address, or personal device when requesting records, limiting
the scope of tangible things sought “to the greatest extent reasonably possible.”

However, the bill permits authorities to collect phone records two degrees (or CHAPTER OUTLINE

“hops”) of separation from targeted individuals.
A. CONFIDENTIALITY OF MEDICAL INFORMATION

1. Professional Ethics and Evidentiary Privileges
(a) Ethical Rules
(b) Evidentiary Privileges
. Tort Liability for Disclosure of Patient Information
. Tort Liability for Failure to Disclose Patient Information
. Statutory Reporting Requirements

. State Law Privacy Protections for Medical Information

SN W

. The Health Insurance Portability and Accountability Act
(a) A Brief History of HIPAA
(b) Scope and Applicability of HIPAA
(c) The Privacy Rule
(d) The Security Rule
(e) The Breach Notification Rule
(f) HIPAA Enforcement and Preemption
B. CONSTITUTIONAL PROTECTION OF MEDICAL INFORMATION
1. The Constitutional Right to Privacy
2. The Constitutional Right to Information Privacy
3. The Fourth Amendment
C. GENETIC INFORMATION
1. Genetic Privacy
2. Property Rights in Body Parts and DNA

3. Genetic Testing and Discrimination

70 .
Carol D. Leonnig, Court: Ability to Police U.S. Spying Pr Limited, i
(Aug. 155015 1y pying Program Limited, Washington Post

475




