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DONT TRUSL VERIFY

FACT

IN THE suMMER of 20086, Fidel Castro unexpectedly announced that
he was temporarily handing over power to his brother. Turns out
he needed to undergo intestinal surgery. Afterward, an anchor on
state-run television read a statement, said to have been written by

Castro, attesting that all was well. But there were no photographs of

Fidel in recovery, no nine-hour radio address from his hospital bed.

Rumors flew that the longtime Cuban leader had died. Then, about
two weeks after the operation, the Cuban regime released a picture of
the bearded leader wearing an Adidas jacket and holding the August
12, 2008, edition of the Cuban Communist Party newspaper, Granma.
He was alive, at least as of that date. Fidel Castro had been verified.
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The Cubanregime was onto something.
The people hadn’t believed statements
that Castro was alive and well—so it
found a way to offer hard-to-deny proof.

Today we are like the Cubans, circa
2006. In our case, fakery is gushing in
from everywhere and we’re drowning
in it. “Deepfake” videos mash up one
person’s body with someone else’s face.
Easy-to-use software can generate audio
or video of a person saying things they
never actually uttered. Even easier? Fake
clicks, fake social media followers, fake
statistics, fake reviews. A gaggle of bots
can create the impression that there’sa
lot of interest in a topic, to sway public
opinion or to drive purchases.

Itisevenabreeze to create afakenews-
paper online. On November 5, 2016, Jes-
tin Coler, founder of the fake newspaper
Denver Guardian, posted a “news story”
saying an FBI agent involved in leak-
ing Hillary Clinton’s emails was found
dead in an “apparent murder-suicide.”
“Everything about it was fictional: the
town, the people, the sheriff, the FBI guy,”
Coler told NPR. “Our social media guys
kind of go out and do a little dropping it
throughout Trump groups and Trump
forums, and boy, it spread like wildfire.”
The made-up tale went viral on Facebook
before the 2016 election—and was prob-
ably seen by tens of millions. “It was so
easy,” Coler told me once.

We’velost signals of credibility. Before
the online era, youwould need to shell out
alot of money to print a fake newspaper,
or it would look like an obvious counter-
feit. (In fact, in January a group called
the Yes Men printed 25,000 copies of
a parody Washington Post with anti-
Trump fare; that stunt cost more than
$30,000, according to one of the orga-
nizers, who was interviewed in the real

Washington Post.) Scrolling through
Facebook, however, there’slittle distin-
guishing an article from The Wall Street
Journal from the sham Denver Guard-
ian. It’s easier than ever to be fooled.

Which brings me back to the picture of
Castrowith the newspaper. It wasa crude
but effective verification mechanism. We
need to find digital equivalents, especially
toverify the time and place of documents,

photographs, and videos, as well as
toauthenticate individual identities.
This is a daunting task that will mean
developing hardware, software, and
protocols, not tomentioninstitutions
to oversee the process.

How would this work? It’s harder
than just showing the people an
image of a print newspaper (if you
canfind one), because digital bits can
easily be altered. But it is possible to
develop schemes to approximate this.
For example, the digital front page of
The New York Times onthe date and
time a photograph was taken could
beused to generate keys to “digitally
sign” any photograph and its meta-
data. That’s a bit like making the pho-
tographhold a copy of that moment’s
New York Times, so to speak, except
the “holding the paper” part is done
by cryptographic digital signing. This
is a simplification, and there would
be many details to work out: a cam-
era with specialized hardware, a
spoof-resistant method of geoloca-
tion, a means to add a “taken before”
verification (using existing methods
such as trusted time stamps), and
such. Blockchain databases—hyped
for so much else—could actually be
useful for verification.

We’ve already seen some efforts
tovouch for human identity, like the
blue check on Facebook and Twit-
ter telling users they can trust that
an account belongs to the person
who claims to own it. But these pro-
grams were imperfect and limited,
and as of this writing, both compa-
nies have paused verification and
mostly quit issuing the blue checks
(though existing ones are stillinuse).

An effective identification sys-
tem, however, carries with it a wor-
risome truth: Every verification
method carries the threat of sur-
veillance. There are ways to miti-
gate this concern. We can develop
schemes that protect identities or
reveal as much as necessaryina
given context—and then secure the
evidence proving the authenticity
after a person has been verified.
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Also, we need to make sure verifi-
cationis a choice, not an obligation.

When people argue against veri-
fication efforts, they often raise the
issue of authoritarian regimes sur-
veilling dissidents. There’s good rea-
son for that concern, but dissidents
probably need verification more than
anyone else. Indeed, when I talk to
dissidents around the world, they
rarely ask me how they can post
information anonymously, but do
often ask me how to authenticate
the information they post—*“yes,
the picture was taken at this place
and on this date by me.” When it’s
impossible to distinguish facts from
fraud, actual facts lose their power.
Dissidents can end up putting their
lives on the line to post a picture
documenting wrongdoing only to
be faced with an endless stream of
deliberately misleading claims: that
the picture was taken 10 years ago,
that it’s from somewhere else, that
it’s been doctored.

Aswe shift from an erawhenreal-
istic fakes were expensive and hard
to create to one where they’re cheap
and easy, we will inevitably adjust
our norms. Inthe past, it often made
sense to believe something until it
was debunked; in the future, for cer-
tain information or claims, it will
start making sense to assume they
are fake. Unless they are verified.

If this sounds like a suspicious and
bureaucratic world—far from John
Perry Barlow’s famous vision of a
digital world in which ideas could
travel without “privilege or preju-
dice”—it’s important to remember
the alternative: a societal fracturing
into a million epistemic communi-
ties, all at war with one another over
the nature of truth.

If we can’t even come together
around the nature of basic facts,
we can’t hope to have the debates
that really matter. I
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ROADMANSHIP

n. A proposed safety standard
for self-driving cars, based on the
road etiquette of humans.

in 1909, when horseless carriages
were all the rage, a magazine
called Country Life in America
advised new drivers on “the ethics
of good roadmanship.” Motorists,
it urged, should go slow to avoid
spooking the animals pulling other
vehicles. ¥ Today we face a similar
anxious transition with the advent
of driverless carriages, and that
quaint term, roadmanship, is back
in circulation. A new Rand Cor
poration report, commissioned
by Uber, revives the notion as
a basis for long-overdue safety
standards in autonomous vehi-
cles. 4/ Humans have to pass tests
before they're allowed behind the
wheel, but there are still ho com-
parable evaluations for comput-
ers. As aresult, the report says,
public streets have become a
“tiving laboratory,” a dangerous
experiment we didn’'t consent to
and can’t opt out of. 9 So what
does roadmanship mean today?
According to Rand, it’s the ability
to “play well with others”—things
like reading the subtle cues that
human drivers give one another, or
noticing that a child on the side-
walk is bouncing a ball. The chal-
lenge will be quantifying such
behavior, which people just do
naturally, and teaching a machine
to replicate it. 4 it’s significant
that the authors define safety with
a term having man at its root—a
reminder that autonomous vehi-
cles will, for years to come, share
the road with human drivers,
cyclists, and pedestrians. We're
the horses now. if the industry
wants us to buy the future it’s sell-
ing, it better make sure we don't
snooked, — oNETHON KEATS



